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1 - Domain: Corp.myco.com

1.1 - CORP.MYCO.COM\B2B-GW

Computer IP address
Windows 7 Enterprise (x64) Service Pack 1 (Build 7601) 192.168.6.44
Risk Section

System Risk

Score

System Issue Score

System Issue

Issues

A Operating system in Extended Support

System Profile

0S ‘Windows 7 Enterprise (x64) Service Pack 1 (Build 7601)
Windows Key ‘BBBBB-BBBBB-BBBBB-BBBBB-BBBBB
Manufacturer ‘ Microsoft Corporation/Virtual Machine
Service Tag/Serial Number ‘ 7242-6114-4960-1418-0345-9017-97
Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz
64-bit ready

Multi-core (4 total)
Not hyper-threaded

OS Install Date \ 8/12/2013 8:57:44 AM
Last Active Directory Check-in ‘10/25/2016 9:37:37 PM

System Memory

Memory SEEE: Speed Size
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Memory SEIEUE:: Speed Size
Memory Bank: MO (In Use) None unknown 1024 MB
MHz
32 |
Total Memory 1024 MB

Disk Space Utilization
Percent Used

0 10 20 30 40 50 €0 70 80 80 100

Volumes
0,
Drive  Volume Label Filesystem Capacity Used % Used Available .A)
Available
(4 NTFS 1269 GB 101.98 GB  80.36% 24.92GB 19.64%
Physical Drives
Model Serial Number Type Size Volumes
Virtual HD ATA Device ‘ Hard Drive 126.99 C;
GB

Windows IP Configuration

Ethernet adapter Local Area Connection 3:

Description ‘ Microsoft Hyper-V redi Adapter
Physical Address ‘00:15:5D:07:37:0F

DHCP Enabled No

IPv4 Address ‘ 192.168.6.44;fe80::31d8:b72b:fab4:af25
Subnet Mask 256.255.240.0, 64

Default Gateway 1192.168.0.1

DNS Servers 1192.168.1.23,8.8.8.8

Connection Speed 110000000000

Endpoint Security
Security Center

Antivirus

¥ ThreatTrack Security VIPRE Business Agent
Enabled Yes

PROPRIETARY & CONFIDENTIAL PAGE 5 of 362



. .
ourlT! Asset Detail Report
S Y1 Corxcs Hery

e Ling NETWORK ASSESSMENT

¥ ThreatTrack Security VIPRE Business Agent

Up-to-date Yes
Antispyware
¥ ThreatTrack Security VIPRE Business Agent
Enabled Yes
Up-to-date Yes
¥ windows Defender (Version 6.1.7600.16385)
Enabled No
Up-to-date Yes
AS Definitions Version 1.193.2151.0
AS Last Applied 3/9/2015 6:59:21 PM
Engine Version 1.1.11400.0
Last Scan 3/12/2015 2:32:22 AM
Last Scan Type Quick
Real-time Protection On
Firewall
Enabled Yes
Domain Setting On
Private Setting On
Public Setting On

Detected by Services

Antivirus

No antivirus services found that were not already in Security Center
Antispyware

No antispyware services found that were not already in Security Center
Firewall

No firewall services found that were not already in Security Center
Patch Status

MBSA

Issue Score Assessment

Local Account Password Strength Assessment
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Connected Printers
None Detected
Shares
UNC PATH Remark
\b2b-GW\ADMIN$ \ C:\Windows
\b2b-GW\C$ \ c:\
\b2b-GW\IPC$ \
\\b2b-GW\accts ‘ C:\accts
Installed Applications
Application Name Version
Microsoft .NET Framework 4.5 4.5.50709
Microsoft Baseline Security Analyzer 2.3 2.3.2211
Microsoft Office Professional Plus 2010 14.0.4763.1000
Microsoft Online Services Sign-in Assistant 7.250.4556.0
Microsoft SQL Server 2008 R2 Native Client 10.52.4000.0

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148
Microsoft Visual C++ 2010 x86 Redistributable - 192.168.30319

redi Detective 2.2.1215.0
myco Agent

myco Explorer 3.0.1074
Quick Screen Capture 3.0 3.0

myapp 3.0.117.230
myapp - 1 3.0.204.236
VIPRE Business Agent 9.3.6000
VMware Remote Console Plug-in 5.1 0.0.1
VMware vSphere PowerCLI 6.3.0.8258
Windows Azure Active Directory Module for Windows PowerShell 1.0.0
License Keys

Microsoft - Internet Explorer ‘55041-006-2443512-86608 (ends with HCQPK)

Microsoft - Office Professional Plus 2010

Microsoft - Windows 7 Enterprise
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Common Listening Ports

Remote
RDP
IP Address Computer Name (3389/TCP)
192.168.6.44 b2b-GW Y
Local
Port IP Process Name Description User
Address
135/TCP | Any svchost.exe Host Process for Windows NT AUTHORITY\redi SERVICE
Services
445/TCP  Any System
3389/TCP Any svchost.exe Host Process for Windows NT AUTHORITY\redi SERVICE
Services
5357/TCP Any System
5985/TCP | Any System
18086/TC Any SBAMSvc.exe Anti Malware Service NT AUTHORITY\SYSTEM
P
29080/TC | Any pwgateway.exe NT AUTHORITY\SYSTEM
P
29081/TC Any pwgwupdater.exe NT AUTHORITY\SYSTEM
P
29100/TC Any pwagent.exe NT AUTHORITY\SYSTEM
P
47001/TC | Any System
P
49152/TC Any wininit.exe Windows Start-Up Application NT AUTHORITY\SYSTEM
P
49153/TC | Any svchost.exe Host Process for Windows NT AUTHORITY\LOCAL
P Services SERVICE
49154/TC | Any Isass.exe Local Security Authority Process NT AUTHORITY\SYSTEM
P
49155/TC | Any svchost.exe Host Process for Windows NT AUTHORITY\SYSTEM
P Services
49203/TC | Any services.exe Services and Controller app NT AUTHORITY\SYSTEM
P
52603/TC Any DllHost.exe COM Surrogate PIT\Administrator
P
54399/TC | Any DllHost.exe COM Surrogate PIT\psolidad
P
58308/TC Any DllHost.exe COM Surrogate PIT\pmaloney
P
60837/TC | Any DllHost.exe COM Surrogate PIT\tsysco
P
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Port IP Process Name Description User
Address
63183/TC Any DIIHost.exe COM Surrogate PIT\Jdangerfield

P
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1.2 - CORP.MYCO.COM\BETTY-INSPIRON

Computer IP address
Windows 10 Pro (x64) unknown (Build 14393) ‘ 192.168.6.37
Risk Section

System Risk
Score

System Issue Score

System Issue
Score Current | ¢

Issues

No issues detected

System Profile

(O ‘Windows 10 Pro (x64) unknown (Build 14393)

Windows Key ‘PCJGB-Q?SXX-SHH4J-DRF8C-PGYP6

Manufacturer ‘ Dell Inc./Inspiron N4010

Service Tag/Serial Number ‘SLCZZPl

Processor Intel(R) Core(TM) i3 CPU M 380 @ 2.53GHz
64-bit ready

Multi-core (2 total)
Hyper-threaded (4 total)
512 MB L2 Cache
3072 MB L3 Cache

OS Install Date \9/20/2016 5:52:31 AM
Last Active Directory Check-in \10/25/2016 7:07:23 PM

System Memory

Memor SEIEE:: Speed Size
y
Memory Bank: DIMM_A (In Use) ‘08779749 1333 MHz 2048 MB
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Memory Serial # Speed Size
Memory Bank: Bank 1 (Available)

Memory Bank: DIMM_B (In Use) 08179772 1333 MHz 2048 MB
Total Memory 4096 MB

Disk Space Utilization

L 1 1
0 10 20

Percent Used

1 ' J
30 40 50 60 70 80 80 100

Volumes
. . . . %
0
Drive  Volume Label Filesystem Capacity Used % Used Available Available
C: NTFS 232.4GB  39.56 GB 17.02% 192.84GB 82.98%
Physical Drives
Model Serial Number Type Size Volumes
Hitachi HTS545025B9A300 ‘ 100702PBN2383SEZT Hard Drive 232.88 C:
ZET GB

Windows IP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix ‘Corp.myco.com

Description Qualcomm Atheros AR8152 PCI-E Fast Ethernet Controller (NDIS
6.30)

Physical Address ‘ 14:FE:B5:AB:4C:BA

DHCP Enabled Yes

IPv4 Address 1192.168.6.37;fe80::20f8:5€55:¢35f:ca0c

Subnet Mask 1255.255.248.0, 64

DHCP Server 1192.168.1.3

Lease Obtained 110/24/2016 5:37:05 PM

Lease Expires \ 11/1/2016 5:37:05 PM

Default Gateway 1192.168.1.1;192.168.199.1

DNS Servers 1192.168.1.23

Connection Speed ‘100 Mbps

Endpoint Security

Security Center
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Antivirus

¥ ThreatTrack Security VIPRE Business Agent

Enabled Yes
Up-to-date Yes

¥ windows Defender (Version 4.10.14393.187)
Enabled No
Up-to-date Yes
Engine Version 1.1.12603.0
Real-time Protection On

Antispyware

¥ ThreatTrack Security VIPRE Business Agent
Enabled Yes
Up-to-date Yes

¥ Windows Defender (Version 4.10.14393.187)
Enabled No
Up-to-date Yes
AS Definitions Version 1.217.1180.0
AS Last Applied 4/12/2016 8:19:51 AM
Engine Version 1.1.12603.0
Real-time Protection On

Firewall

Enabled Yes
Domain Setting On
Private Setting On
Public Setting On

Detected by Services

Antivirus

No antivirus services found that were not already in Security Center
Antispyware

No antispyware services found that were not already in Security Center
Firewall

No firewall services found that were not already in Security Center
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Patch Status

MBSA

Issue Score Assessment

Windows Updates

Issue Score Assessment
Drivers, Windows 10 and later drivers ‘Failed (non-critical) 1 update is missing.
Feature Packs, Silverlight ‘Failed (non-critical) 1 update is missing.

Local Account Password Strength Assessment

Connected Printers

None Detected

Shares

UNC PATH Remark
\\betty-INSPIRON\ADMIN$ ‘ C:\WINDOWS

\\betty-INSPIRON\C$ \ C:\

\\betty-INSPIRON\IPC$ \

Installed Applications

Microsoft Office 365 ProPlus - en-us 16.0.6741.2071
Mozilla Firefox 49.0 (x86 en-US) 49.0

Mozilla Maintenance Service 49.0

Realtek High Definition Audio Driver 6.0.1.7116

Revo Uninstaller Pro 3.1.5 &5
ScreenConnect Client (2872323bbe412f4c) 6.0.11299.6071
Trigger External Graphics Family 16.05.0819.0179 16.05.0819.0179
VIPRE Business Agent 9.3.6000

License Keys

Intel - GFX ‘{FOE3AD40-2BBD-4360-9C76-BQAC9A5886EA}
Microsoft - Internet Explorer ‘00330-80104-68518-AA822 (ends with 82QGT)
Microsoft - PowerShell ‘ 89383-100-0001260-04309

Microsoft - Windows 10 Pro ‘00330-80104-68518-AA393 (ends with 82QGT)

PROPRIETARY & CONFIDENTIAL PAGE 13 of 362



% YourlT! Asset Detail Report

S Yise Lig Gees Hery NETWORK ASSESSMENT
Application Name License Key
WOW6432Node - Intel ‘{FOE3AD40-2BBD-4360-9C76-89AC9A5886EA}
WOW6432Node - Microsoft ‘ 89383-100-0001260-04309

Common Listening Ports

Remote
RDP

IP Address Computer Name (3389/TCP)

192.168.6.37 betty-INSPIRON V

Local

Port IP Process Name Description User

Address

135/TCP | Any svchost.exe Host Process for Windows NT AUTHORITY\redi SERVICE
Services

445/TCP  Any System

3389/TCP Any svchost.exe Host Process for Windows NT AUTHORITY\redi SERVICE
Services

5985/TCP Any System

7680/TCP | Any svchost.exe Host Process for Windows NT AUTHORITY\SYSTEM
Services

18086/TC | Any SBAMSvc.exe Anti Malware Service NT AUTHORITY\SYSTEM

P

47001/TC | Any System

P

49664/TC Any wininit NT AUTHORITY\SYSTEM

P

49665/TC | Any svchost.exe Host Process for Windows NT AUTHORITY\LOCAL

P Services SERVICE

49667/TC | Any Isass.exe Local Security Authority Process NT AUTHORITY\SYSTEM

P

49668/TC | Any spoolsv.exe Spooler SubSystem App NT AUTHORITY\SYSTEM

P

49670/TC | Any Isass.exe Local Security Authority Process NT AUTHORITY\SYSTEM

P

64634/TC | Any svchost.exe Host Process for Windows NT AUTHORITY\SYSTEM

P Services

64645/TC  Any services NT AUTHORITY\SYSTEM

P
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1.3 - CORP.MYCO.COM\BOPPENHEIMER-PC

Computer IP address
Windows 10 Pro (x64) unknown (Build 14393) 169.254.196.228
169.254.57.9

192.168.6.109

Risk Section

System Risk
Score

System Issue Score

System Issue
Score Current | ¢

Issues

No issues detected

System Profile

0S ‘Windows 10 Pro (x64) unknown (Build 14393)

Windows Key ‘PCJGB-Q73XX-3HH4J-DRF8C-PGYP6

Manufacturer ‘Acer/Aspire TC-605

Processor Intel(R) Core(TM) i7-4770 CPU @ 3.40GHz
64-bit ready

Multi-core (4 total)
Hyper-threaded (8 total)
1024 MB L2 Cache
8192 MB L3 Cache

OS Install Date ‘9/29/2016 10:38:10 AM
Last Active Directory Check-in ‘ 10/25/2016 8:16:53 PM

System Memory

Memory Serial # Speed Size
Memory Bank: DIMML1 (In Use) ‘0828657A 1600 MHz 8192 MB
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Memory Serial # Speed Size
Memory Bank: DIMM2 (In Use) ‘942891CO 1600 MHz 4096 MB
Memory Bank: Bank 3 (Available) ‘
Total Memory 12288 MB

Disk Space Utilization

Percent Used

0 10 20 30 40 50 €0 70 80 90 100
Volumes

. . . . %

0
Drive  Volume Label Filesystem Capacity Used % Used Available Available
C; NTFS 930.56 GB 179.88 GB  19.33% 750.68GB 80.67%
Physical Drives
Model Serial Number Type Size Volumes
ST1000DMO003-1CH162 ‘ZlDQZ?CM Hard Drive 931.51 C:
GB

Windows IP Configuration

Ethernet adapter vEthernet (svr1-99ZR-itable-
VS):

Description ‘ Hyper-V Virtual Ethernet Adapter
Physical Address ‘00:15:5D:06:6D:OC

DHCP Enabled Yes

IPv4 Address ‘ 169.254.57.9;fe80::2d5f:95:f2a2:3909
Subnet Mask 1255.255.0.0, 64

DHCP Server ‘ 255.255.255.255

Connection Speed 10000000000

Ethernet adapter vEthernet (NDA-itable-VS)

2:

Description ‘ Hyper-V Virtual Ethernet Adapter
Physical Address ‘00:15:5D:06:6D:01

DHCP Enabled Yes

IPv4 Address ‘ 169.254.196.228;fe80::15a3:dab0:3be9:c4e4
Subnet Mask 1255.255.0.0, 64

DHCP Server ‘ 255.255.255.255

Connection Speed ‘10000000000
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Ethernet adapter vEthernet (NDA-External-
VS) 2.

Connection-specific DNS Suffix ‘Corp.myco.com

Description ‘ Hyper-V Virtual Ethernet Adapter
Physical Address \44:8A:58:64:1E:49

DHCP Enabled Yes

IPv4 Address ‘ 192.168.6.109;fe80::81df:alf5:e6e9:2a42
Subnet Mask 255.255.248.0, 64

DHCP Server 1192.168.1.3

Lease Obtained 110/25/2016 9:00:37 AM

Lease Expires 111/2/2016 9:00:37 AM

Default Gateway ‘ 192.168.1.1;192.168.199.1

DNS Servers 1192.168.1.23

Connection Speed 1 Gbps

Endpoint Security

Security Center

Antivirus

¥ Avast Antivirus (Version 12.3.3154.0)

Enabled Yes
Up-to-date Yes
¥ windows Defender (Version 4.10.14393.187)
Enabled No
Up-to-date Yes
Engine Version 1.1.13000.0
Last Scan 8/29/2016 2:39:57 PM
Last Scan Type Quick
Real-time Protection On
Antispyware
¥ Avast Antivirus (Version 12.3.3154.0)
Enabled Yes
Up-to-date Yes
¥ Windows Defender (Version 4.10.14393.187)
Enabled No
Up-to-date Yes
AS Definitions Version 1.227.1029.0
AS Last Applied 8/29/2016 9:22:45 AM
Engine Version 1.1.13000.0
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‘¥ Avast Antivirus (Version 12.3.3154.0)

Last Scan 8/29/2016 2:39:57 PM
Last Scan Type Quick
Real-time Protection On

Firewall

¥ Windows Firewall

Enabled Yes
Domain Setting On
Private Setting On
Public Setting On

Detected by Services

Antivirus

No antivirus services found that were not already in Security Center

Antispyware

No antispyware services found that were not already in Security Center

Firewall

No firewall services found that were not already in Security Center

Patch Status

MBSA

Issue Score Assessment

Windows Updates

Issue Score Assessment
Drivers, Windows 10 and later drivers ‘Failed (non-critical) 2 updates are missing.

Drivers, Windows 10 Anniversary Update and Later Failed (non-critical) 8 updates are missing.
Servicing Drivers

Feature Packs, Silverlight ‘Failed (non-critical) 1 update is missing.

Local Account Password Strength Assessment

Connected Printers

from WMI
IP Address Printer Name Accessed From Location Location
169.254.196.228, Brother HL-6180DW
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IP Address Printer Name Accessed From Location Location
169.254.57.9, series Printer
192.168.6.109
Shares
UNC PATH Remark
\\Boppenheimer-PC\ADMIN$ ‘ C:\WINDOWS
\\Boppenheimer-PC\C$ ‘ C:\
\\Boppenheimer-PC\IPC$ ‘
\\Boppenheimer-PC\Shared ‘ C:\Shared
\\Boppenheimer-PC\sharedsub ‘ C:\Shared\sharedsub
Installed Applications
7-Zip 16.00 (x64) 16.00
7-Zip 16.02 (x64 edition) 16.02.00.0
Avast Free Antivirus 12.3.2280
Belarc Advisor 8.5¢c 8.5.3.0
Cisco WebEx Meetings
Citrix Online Launcher 1.0.408
Google Chrome 54.0.2840.71
GoToMeeting 7.24.0.5636 7.24.0.5636
Intel Driver Update Utility 26.14
Lightshot-5.3.0.0 5.3.0.0
Logitech Gaming Software 8.83 8.83.85
Microsoft Baseline Security Analyzer 2.3 2.3.2211
Microsoft Office Professional Plus 2013 15.0.4569.1506
Microsoft Online Services Sign-in Assistant 7.250.4556.0
Microsoft Visual C++ 2005 Redistributable 8.0.61001

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.4148
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161
Microsoft Visual C++ 2010 x64 Redistributable - 192.168.40219
Microsoft Visual C++ 2010 x86 Redistributable - 192.168.40219
Microsoft Visual C++ 2012 Redistributable (x86) - 11.0.61030
Microsoft Visual C++ 2013 Redistributable (x64) - 12.0.30501
Microsoft Visual C++ 2013 Redistributable (x86) - 12.0.30501
Microsoft Visual J# 2.0 Redistributable Package - SE (x64)
Microsoft Visual Studio 2010 Tools for Office Runtime (x64)
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9.0.30729.4148
9.0.30729.6161
9.0.30729.4148
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Version

Application Name
Motorola Device Manager

Motorola Mobile Drivers Installation 6.4.0
MSXML 4.0 SP3 Parser

redi Detective - 1

Nmap 7.30

Notepad++

NVIDIA 3D Vision Controller Driver 364.44
NVIDIA 3D Vision Driver 365.19

NVIDIA GeForce Experience 2.11.3.5
NVIDIA Graphics Driver 365.19

NVIDIA HD Audio Driver 1.3.34.4

NVIDIA PhysX System Software 9.15.0428
Pdfedit

gBittorrent 3.3.5

Realtek Card Reader

Realtek Ethernet Controller Driver

Realtek High Definition Audio Driver
Registry Workshop

Revo Uninstaller 2.0.1

Ryver

ScreenConnect Client (2872323bbe412f4c)
TeamViewer 11

Vbsedit

Vbsedit 32-bit

VMware Remote Console Plug-in 5.1
VMware vSphere Client 5.5

VMware vSphere Client 6.0

VMware vSphere PowerCLI

Vulkan Run Time Libraries 1.0.11.1
VyprvPN

Windows Azure Active Directory Module for Windows PowerShell
Windows Resource Kit Tools - GPInventory.exe

Windows Resource Kit Tools - SublnAcl.exe

254

6.4.0
4.30.2100.0
4.0.1011.0
7.30

6.9.2

364.44

365.19
2.11.35
365.19
1.3.34.4
9.15.0428
4.5.0.0

3.35
192.168.10586.31222
10.1.505.2015
6.0.1.7116

2.0.1

116
5.4.9675.5750
11.0.66695
7.4

7.4

0.0.1
5.5.0.4216
6.0.0.6826
6.3.0.8258
1.0.11.1
2.8.1.6658
1.0.0
1.0.1361.27800
5.2.3790.1164

WMI Tools 1.50.1131.0001
WMIX v3 3.02.01
License Keys

Application Name License Key

Belarc - Advisor
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Application Name License Key

Microsoft - Internet Explorer 00260-00000-00001-AA606 (R3YW6-FRM34-82RMW-
2PYFW-TQ6TM)

Microsoft - Office Professional Plus 2013 00216-40000-00000-AA154 (JVF76-6 TMPY-98BXW-
76FY6-YG26V)

Microsoft - PowerShell 89383-100-0001260-04309

Microsoft - Windows 10 Pro 00330-80104-68518-AA395 (ends with 82QGT)

WOW6432Node - Belarc 9b1d8a60

WOW6432Node - Microsoft 89383-100-0001260-04309

Common Listening Ports

Remote
HTTP RDP

IP Address Computer Name (80/TCP) (3389/TCP)

192.168.6.109 \ Boppenheimer-PC \Y V

Local

Port IP Process Name Description User

Address

80/TCP  Any System

135/TCP | Any svchost.exe Host Process for Windows NT AUTHORITY\redi SERVICE
Services

445/TCP  Any System

1053/TCP Any services NT AUTHORITY\SYSTEM

1536/TCP | Any wininit NT AUTHORITY\SYSTEM

1537/TCP Any svchost.exe Host Process for Windows NT AUTHORITY\LOCAL
Services SERVICE

1538/TCP | Any Isass.exe Local Security Authority Process NT AUTHORITY\SYSTEM

1539/TCP Any svchost.exe Host Process for Windows NT AUTHORITY\SYSTEM
Services

1540/TCP | Any spoolsv.exe Spooler SubSystem App NT AUTHORITY\SYSTEM

1542/TCP Any Isass.exe Local Security Authority Process NT AUTHORITY\SYSTEM

2179/TCP Any vmms.exe Virtual Machine Management NT AUTHORITY\SYSTEM
Service

3389/TCP Any svchost.exe Host Process for Windows NT AUTHORITY\redi SERVICE
Services

5357/TCP | Any System

5985/TCP Any System

7680/TCP | Any svchost.exe Host Process for Windows NT AUTHORITY\SYSTEM
Services

12000/TC Any ForwardDaemon.exe ForwardDemon NT AUTHORITY\SYSTEM

P
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Port IP Process Name Description User
Address
47001/TC Any System
P
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1.4 - CORP.MYCO.COM\BUILDBOX

Computer IP address
Windows 10 Pro (x64) unknown (Build 14393) 169.254.7.13
192.168.6.63

Risk Section

System Risk
Score

System Issue Score

System Issue
Score Current | ¢

Issues

No issues detected

System Profile

(O ‘Windows 10 Pro (x64) unknown (Build 14393)
Windows Key ‘QYWSB-WQHHJ-RDQWG-TQQJB-6VJXG
Manufacturer ‘ Microsoft Corporation/Virtual Machine
Service Tag/Serial Number ‘ 1268-2914-8398-6674-9792-4482-17
Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz
64-bit ready
Single-core
Not hyper-threaded
OS Install Date 19/19/2016 4:50:35 AM
Last Active Directory Check-in ‘10/25/2016 9:43:46 PM

System Memory

Memory Serial # Speed Size
Memory Bank: MO (In Use) None unknown 3968 MB
MHz
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Memory Serial # Speed Size
Memory Bank: M1 (In Use) ‘None unknown 128 MB
MHz
32 |
Total Memory 4096 MB

Disk Space Utilization
Percent Used

0 10 20 30 40 50 €0 70 80 80 100
Volumes

. : : . %

0
Drive  Volume Label Filesystem Capacity Used % Used Available Available
C; NTFS 126.51 GB 56.03 GB 44.29% 70.48GB 55.71%
Physical Drives
Model Serial Number Type Size Volumes
Virtual HD ATA Device ‘ Hard Drive 126.99 C;
GB

Windows IP Configuration

Ethernet adapter Ethernet 2:

Connection-specific DNS Suffix ‘Corp.myco.com

Description ‘Intel 21140-Based PCI Fast Ethernet Adapter (Emulated)
Physical Address ‘00:15:5D:O7:37:4D

DHCP Enabled Yes

IPv4 Address ‘ 192.168.6.63;fe80::8966:eb6:55a8:ac9of
Subnet Mask 1255.255.248.0, 64

DHCP Server 1192.168.1.3

Lease Obtained 110/25/2016 11:29:10 AM

Lease Expires \ 11/2/2016 11:29:10 AM

Default Gateway 1192.168.1.1;192.168.199.1

DNS Servers 1192.168.1.23

Connection Speed ‘100 Mbps

Description ‘ Microsoft Hyper-V redi Adapter
Physical Address ‘00:15:5D:07:37:4C

DHCP Enabled Yes
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Ethernet adapter Ethernet 2:

IPv4 Address
Subnet Mask
DHCP Server
Connection Speed

Endpoint Security
Security Center

Antivirus

‘ 169.254.7.13;fe80::8416:h129:9737:70d
1255.255.0.0, 64

255.255.255.255

110000000000

¥ windows Defender (Version 4.10.14393.187)

Enabled

Up-to-date

Engine Version

Last Scan

Last Scan Type
Real-time Protection

Antispyware

Yes

Yes

1.1.13202.0

10/25/2016 10:49:21 AM
Quick

On

¥ Windows Defender (Version 4.10.14393.187)

Enabled

Up-to-date

AS Definitions Version
AS Last Applied
Engine Version

Last Scan

Last Scan Type

Real-time Protection

Firewall

Yes

Yes

1.231.385.0

10/25/2016 6:41:28 AM
1.1.13202.0

10/25/2016 10:49:21 AM
Quick

On

¥ Windows Firewall

Enabled
Domain Setting
Private Setting
Public Setting

Detected by Services

Antivirus

Yes
On
On
On

No antivirus services found that were not already in Security Center
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Antispyware

No antispyware services found that were not already in Security Center

Firewall

No firewall services found that were not already in Security Center

Patch Status

MBSA

Issue Score Assessment
Windows Updates

Definition Updates, Windows Defender ‘Failed (non-critical) 1 update is missing.
Local Account Password Strength Assessment

Connected Printers

None Detected

Shares

UNC PATH Remark
\\buildbox\ADMIN$ ‘ C:\WINDOWS

\\buildbox\C$ ‘ C:\

\\buildbox\IPC$ |

Installed Applications

Application Name Version
DevExpress Components 14.1 14.1.7

Entity Framework 6.1.3 Tools for Visual Studio 2013 12.0.40302.0
IS 8.0 Express 8.0.1557

IIS Express Application Compatibility Database for x64

IIS Express Application Compatibility Database for x86

Microsoft .NET Framework 4.5 Multi-Targeting Pack 4.5.50710
Microsoft .NET Framework 4.5 SDK 4.5.50710
Microsoft .NET Framework 4.5.1 Multi-Targeting Pack 4.5.50932
Microsoft .NET Framework 4.5.1 Multi-Targeting Pack (ENU) 4.5.50932
Microsoft .NET Framework 4.5.1 SDK 45.51641
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Version

Application Name
Microsoft Help Viewer 2.1

Microsoft Office 365 ProPlus - en-us

Microsoft Office Developer Tools for Visual Studio 2013
Microsoft Office Professional Plus 2016 - en-us

Microsoft Silverlight

Microsoft Silverlight 5 SDK

Microsoft SQL Server 2012 dbre Line Utilities

Microsoft SQL Server 2012 Data-Tier App Framework
Microsoft SQL Server 2012 Data-Tier App Framework (x64)
Microsoft SQL Server 2012 Express LocalDB

Microsoft SQL Server 2012 Management Objects

Microsoft SQL Server 2012 Management Objects (x64)
Microsoft SQL Server 2012 Native Client

Microsoft SQL Server 2012 Transact-SQL ScriptDom
Microsoft SQL Server 2012 T-SQL Language Service
Microsoft SQL Server 2014 Express LocalDB

Microsoft SQL Server 2014 Management Objects

Microsoft SQL Server 2014 Management Objects (x64)
Microsoft SQL Server 2014 Transact-SQL ScriptDom
Microsoft SQL Server 2014 T-SQL Language Service
Microsoft SQL Server Compact 4.0 SP1 x64 ENU

Microsoft SQL Server Data Tools - enu (12.0.41012.0)
Microsoft SQL Server Data Tools Build Utilities - enu (12.0.30919.1)
Microsoft SQL Server System CLR Types

Microsoft SQL Server System CLR Types (x64)

Microsoft System CLR Types for SQL Server 2012
Microsoft System CLR Types for SQL Server 2012 (x64)
Microsoft System CLR Types for SQL Server 2014
Microsoft Visual C++ 2012 Redistributable (x64) - 11.0.60610
Microsoft Visual C++ 2012 Redistributable (x86) - 11.0.60610
Microsoft Visual F# 3.1.2

Microsoft Visual Studio 2010 Tools for Office Runtime (x64)
Microsoft Visual Studio Professional 2013

Microsoft Web Deploy 3.5

Microsoft Web Platform Installer 5.0

MindFusion WinForms

Prerequisites for SSDT

SharePoint Client Components

Visual Studio Extensions for Windows Library for JavaScript 2.1.30324.52

WCF RIA Services V1.0 SP2

PROPRIETARY & CONFIDENTIAL

2.1.21005
16.0.6965.2092
12.0.40814.0
16.0.6965.2092
5.1.20513.0
5.0.61118.0
11.1.3000.0
11.1.2902.0
11.1.2902.0
11.1.3000.0
11.1.3000.0
11.1.3000.0
11.1.3000.0
11.1.3000.0
11.1.3000.0
12.0.2000.8
12.0.2000.8
12.0.2000.8
12.0.2000.8
12.0.2000.8
4.0.8876.1
12.0.41012.0
12.0.30919.1
10.50.1600.1
10.50.1600.1
11.1.3366.16
11.1.3366.16
12.0.2000.8
11.0.60610.1
11.0.60610.1
12.0.30815.0
192.168.50903
12.0.21005.13
3.1237.1763
5.0.50430.0
1.0.0
12.0.2000.8
15.0.4711.1001
2.1.30324.52
4.1.62812.0
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Application Name Version
Windows Phone 8.1 Emulators - ENU 112.0.31010.0

License Keys

Application Name License Key

Microsoft - Internet Explorer 00330-80101-38598-AA280 (ends with QDBP6)
Microsoft - PowerShell 89383-100-0001260-04309

Microsoft - VisualStudio 4.1.21001.0

Microsoft - Windows 10 Pro 00330-80101-38598-AA342 (ends with QDBP6)
WOW6432Node - Microsoft 4.1.21001.0

WOWG6432Node - Microsoft 89383-100-0001260-04309

Common Listening Ports

Remote
RDP
IP Address Computer Name (3389/TCP)
192.168.6.63 buildbox Y
Local
Port IP Process Name Description User
Address
135/TCP | Any svchost.exe Host Process for Windows NT AUTHORITY\redi SERVICE
Services
445/TCP  Any System
3389/TCP | Any svchost.exe Host Process for Windows NT AUTHORITY\redi SERVICE
Services
5357/TCP Any System
5985/TCP | Any System
47001/TC | Any System
P
49523/TC | Any svchost.exe Host Process for Windows NT AUTHORITY\SYSTEM
P Services
49525/TC  Any services NT AUTHORITY\SYSTEM
P
49664/TC | Any wininit NT AUTHORITY\SYSTEM
P
49665/TC | Any svchost.exe Host Process for Windows NT AUTHORITY\LOCAL
P Services SERVICE
49667/TC | Any Isass.exe Local Security Authority Process NT AUTHORITY\SYSTEM
P
49668/TC | Any spoolsv.exe Spooler SubSystem App NT AUTHORITY\SYSTEM
P

PROPRIETARY & CONFIDENTIAL PAGE 28 of 362



% YourlT! Asset Detail Report

S Yise Lig Gees Hery NETWORK ASSESSMENT
Port IP Process Name Description User
Address
49669/TC Any Isass.exe Local Security Authority Process NT AUTHORITY\SYSTEM

P
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1.5 - CORP.MYCO.COM\CERTEXAM

Computer IP address
Windows Server 2012 R2 Standard (x64) unknown (Build 9600) ‘ 192.168.6.5
Risk Section

System Risk
Score

System Issue Score

System Issue
Score cum«—m

Issues

A Anti-virus not installed
A Anti-spyware not installed

System Profile

(O ‘Windows Server 2012 R2 Standard (x64) unknown (Build 9600)
Windows Key ‘BBBBB-BBBBB-BBBBB-BBBBB-BBBBB
Manufacturer ‘ Microsoft Corporation/Virtual Machine
Service Tag/Serial Number ‘ 1341-6755-7201-7500-4880-8259-16
Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz
64-bit ready

Multi-core (4 total)
Not hyper-threaded

OS Install Date ‘7/28/2014 8:38:10 PM
Last Active Directory Check-in ‘10/25/2016 9:50:27 PM

System Memory

Memory Serial # Speed Size
Memory Bank: MOO (In Use) None unknown 1024 MB
MHz
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Memory Serial # Speed Size
! |
Total Memory 1024 MB
Disk Space Utilization
Percent Used
I 1 1 1 1 1 U J lJ J 1
0 10 20 30 40 50 €0 70 80 90 100
Volumes
. . . . %
Drive  Volume Label Filesystem Capacity Used % Used Available Available
C: NTFS 126.48 GB 17.58 GB 13.90% 108.9GB 86.10%
Physical Drives
Model Serial Number Type Size Volumes
Microsoft Virtual Disk ‘ Hard Drive 126.99 C;
GB

Windows IP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix ‘Corp.myco.com

Description ‘Microsoft Hyper-V redi Adapter
Physical Address ‘00:15:5D:7A:59:11

DHCP Enabled Yes

IPv4 Address ‘ 192.168.6.5;fe80::1509:€668:f2a6:e2ea
Subnet Mask 1255.255.248.0, 64

DHCP Server \192.168.1.3

Lease Obtained 110/23/2016 11:18:24 PM
Lease Expires \ 10/31/2016 11:18:24 PM
Default Gateway 1192.168.1.1;192.168.199.1
DNS Servers \192.168.1.23

Connection Speed 14000000000

Endpoint Security
Security Center

Antivirus
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No antivirus reported by Security Center
Antispyware
No antispyware reported by Security Center

Firewall

¥ Windows Firewall

Enabled Yes
Domain Setting On
Private Setting On
Public Setting On

Detected by Services

Antivirus

No antivirus services found that were not already in Security Center

Antispyware

No antispyware services found that were not already in Security Center

Firewall

No firewall services found that were not already in Security Center

Patch Status

MBSA

Issue Score Assessment

Windows Updates

Issue Score Assessment
Feature Packs, Silverlight ‘Failed (non-critical) 1 update is missing.
Updates, Windows Server 2012 R2 ‘Failed (non-critical) 6 updates are missing.

Local Account Password Strength Assessment

Connected Printers

None Detected

Shares
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UNC PATH Remark
\CERTEXAM\ADMIN$ ‘ C:\Windows
\CERTEXAM\C$ \ C:\

\CERTEXAM\IPC$ ‘

Installed Applications

None Detected

License Keys
None Detected

Common Listening Ports

Remote
HTTP HTTPS RDP

[ Aekiess TR NS (80/TCP) (443/TCP) (3389/TCP)

192.168.6.5 CERTEXAM Vv Y Vv

Local

Port IP Process Name Description User

Address

80/TCP Any System

135/TCP | Any svchost.exe Host Process for Windows NT AUTHORITY\redi SERVICE
Services

443/TCP | Any System

445/TCP | Any System

3389/TCP Any svchost.exe Host Process for Windows NT AUTHORITY\redi SERVICE
Services

5504/TCP | Any svchost.exe Host Process for Windows NT AUTHORITY\redi SERVICE
Services

5985/TCP | Any System

29100/TC Any pwagent.exe NT AUTHORITY\SYSTEM

P

47001/TC | Any System

P

49152/TC Any wininit.exe Windows Start-Up Application NT AUTHORITY\SYSTEM

P

49153/TC | Any svchost.exe Host Process for Windows NT AUTHORITY\LOCAL

P Services SERVICE

49154/TC | Any svchost.exe Host Process for Windows NT AUTHORITY\SYSTEM

P Services

49155/TC | Any Isass.exe Local Security Authority Process NT AUTHORITY\SYSTEM

P
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Port IP Process Name Description User
Address
49157/TC Any spoolsv.exe Spooler SubSystem App NT AUTHORITY\SYSTEM
P
49177/TC Any Isass.exe Local Security Authority Process NT AUTHORITY\SYSTEM
P
53685/TC Any tssdis.exe Remote Desktop Connection NT AUTHORITY\redi SERVICE
P Broker
53688/TC Any services NT AUTHORITY\SYSTEM
P
53690/TC Any svchost.exe Host Process for Windows NT AUTHORITY\redi SERVICE
P Services
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1.6 - CORP.MYCO.COM\CONFERENCE-ROOM

Computer IP address
Windows 10 Pro (x64) unknown (Build 14393) ‘ 192.168.6.56
Risk Section

System Risk
Score

System Issue Score

System Issue
Score Current | ¢

Issues

No issues detected

System Profile

(O ‘Windows 10 Pro (x64) unknown (Build 14393)

Windows Key ‘TY4CG-JDJH7-VJ2WF-DY4X9-HCFC6

Manufacturer ‘ LENOVO/10AB0O00OKUS

Service Tag/Serial Number ‘ MGO06P4N

Processor Intel(R) Core(TM) i5-4570T CPU @ 2.90GHz
64-bit ready

Multi-core (2 total)
Hyper-threaded (4 total)
512 MB L2 Cache
4096 MB L3 Cache

OS Install Date \9/20/2016 8:47:44 PM
Last Active Directory Check-in \10/25/2016 9:15:15 PM

System Memory

Memory Serial # Speed Size
Memory Bank: Bank 1 (Available) ‘
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Memory Serial # Speed Size
Memory Bank: ChannelB-DIMMO (In Use) ‘165DC581 1600 MHz 4096 MB
Total Memory 4096 MB

Disk Space Utilization

I 1 1
0 10 20

Percent Used

T T T J T 1
30 40 50 60 70 80 80 100

Volumes

: : . . %
Drive  Volume Label Filesystem Capacity Used % Used Available Available
Cs NTFS 25545 GB 36.31 GB 14.21% 219.14GB 85.79%
Physical Drives
Model Serial Number Type Size Volumes
APPLE HDD TOSHIBA MK5065GSXF ‘GZPNCTTLT Hard Drive 465.76 (@

GB

Windows IP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix ‘Corp.myco.com

Description ‘ Intel(R) Ethernet Connection 1217-LM
Physical Address ‘00:23:24:6C:C7:EF

DHCP Enabled Yes

IPv4 Address ‘ 192.168.6.56;fe80::ad41:cacc:ac6e:e041
Subnet Mask ‘255.255.248.0, 64

DHCP Server ‘ 192.168.1.3

Lease Obtained 110/25/2016 9:15:08 PM

Lease Expires \ 11/2/2016 9:15:08 PM

Default Gateway 1192.168.1.1;192.168.199.1

DNS Servers 1192.168.1.23

Connection Speed 1 Gbps

Endpoint Security
Security Center

Antivirus
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¥ ThreatTrack Security VIPRE Business Agent

Enabled Yes
Up-to-date Yes
‘¥ Windows Defender (Version 4.10.14393.187)

Enabled No

Up-to-date Yes

Engine Version 1.1.12805.0
Real-time Protection On

Antispyware

¥ ThreatTrack Security VIPRE Business Agent

Enabled Yes
Up-to-date Yes
‘¥ windows Defender (Version 4.10.14393.187)

Enabled No
Up-to-date Yes
AS Definitions Version 1.221.14.0
AS Last Applied 5/19/2016 5:28:52 PM
Engine Version 1.1.12805.0
Real-time Protection On

Firewall
Enabled Yes
Domain Setting On
Private Setting On
Public Setting On

Detected by Services

Antivirus

No antivirus services found that were not already in Security Center
Antispyware

No antispyware services found that were not already in Security Center
Firewall

No firewall services found that were not already in Security Center

Patch Status

PROPRIETARY & CONFIDENTIAL PAGE 37 of 362



% YourlT! Asset Detail Report

QP Yume Lagn Goes Hen NETWORK ASSESSMENT

Issue Score Assessment

Windows Updates

Issue Score Assessment
Drivers, Windows 10 and later drivers ‘Failed (non-critical) 8 updates are missing.

Local Account Password Strength Assessment

Connected Printers

None Detected

Shares

(U] \\[f PATH Remark
\\CONFERENCE-ROOM\ADMIN$ ‘ C:\Windows

\CONFERENCE-ROOM\C$ \ c:\

\CONFERENCE-ROOM\IPC$ \

Installed Applications

None Detected

License Keys
None Detected

Common Listening Ports

Remote
RDP

IP Address Computer Name (3389/TCP)
192.168.6.56 CONFERENCE-ROOM V
Local
Port IP Process Name Description User

Address
135/TCP | Any svchost.exe Host Process for Windows NT AUTHORITY\redi SERVICE

Services

139/TCP 192.168.6 System
.56
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Port IP Process Name Description User
Address

445/TCP  Any System

3389/TCP Any svchost.exe Host Process for Windows NT AUTHORITY\redi SERVICE
Services

5985/TCP | Any System

7680/TCP | Any svchost.exe Host Process for Windows NT AUTHORITY\SYSTEM
Services

18086/TC | Any SBAMSvc.exe Anti Malware Service NT AUTHORITY\SYSTEM

P

47001/TC Any System

P

49664/TC Any wininit NT AUTHORITY\SYSTEM

P

49665/TC Any svchost.exe Host Process for Windows NT AUTHORITY\LOCAL

P Services SERVICE

49666/TC Any spoolsv.exe Spooler SubSystem App NT AUTHORITY\SYSTEM

P

49667/TC | Any svchost.exe Host Process for Windows NT AUTHORITY\SYSTEM

=] Services

49669/TC | Any Isass.exe Local Security Authority Process NT AUTHORITY\SYSTEM

P

49697/TC | Any services NT AUTHORITY\SYSTEM

P

64805/TC | Any Isass.exe Local Security Authority Process NT AUTHORITY\SYSTEM

P
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1.7 - CORP.MYCO.COM\DARKHORSE
Computer IP address
Windows 10 Pro (x64) unknown (Build 10586) 169.254.24.150
169.254.58.236
192.168.6.80
Risk Section
System Risk
Score

System Issue Score

System Issue
Score Current | ¢

Issues

No issues detected

System Profile

oS ‘Windows 10 Pro (x64) unknown (Build 10586)

Windows Key ‘T24MJ-TJG4R-YQWWC-37GV9-FRGGP

Manufacturer ‘ PowerSpec/Gseries

Service Tag/Serial Number ‘ PS

Processor Intel(R) Core(TM) i7-6700K CPU @ 4.00GHz
64-bit ready

Multi-core (4 total)
Hyper-threaded (8 total)
1024 MB L2 Cache
8192 MB L3 Cache

OS Install Date 8/4/2016 6:33:57 AM
Last Active Directory Check-in ‘10/25/2016 9:06:54 PM

System Memory

Memory SEIEE: Speed Size
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Memory SEIEUE:: Speed Size
Memory Bank: ChannelA-DIMM1 (In Use) ‘OOOOOOOO 3200 MHz 8192 MB
Memory Bank: Bank 2 (Available) ‘
Memory Bank: ChannelB-DIMM1 (In Use) ‘OOOOOOOO 3200 MHz 8192 MB
Memory Bank: Bank 4 (Available) ‘
Total Memory 16384 MB

Disk Space Utilization
Percent Used

Volumes
0
Drive  Volume Label Filesystem Capacity Used % Used Available .A)
Available

C; Windows NTFS 476.12 GB 222.82 GB  46.80% 253.3GB 53.20%
Physical Drives
Model Serial Number Type Size Volumes
SanDisk SD8SB8U512G1122 161101801077 Hard Drive 476.94 C;

GB
Generic- Multiple Reader USB Device ‘AU6479 0B

Windows IP Configuration

Ethernet adapter vEthernet (NDA-External-

VS):

Conection-specific DNS Suffix ‘Corp.myco.com

Description ‘ Hyper-V Virtual Ethernet Adapter
Physical Address ‘4C:CC:6A:25:7D:6D

DHCP Enabled Yes

IPv4 Address 1192.168.6.80;fe80::c42:9dab:83al:ea7f
Subnet Mask 1255.255.248.0, 64

DHCP Server 1192.168.1.3

Lease Obtained 110/22/2016 7:00:51 AM

Lease Expires ‘ 10/30/2016 7:00:51 AM

Default Gateway 1192.168.1.1;192.168.199.1

DNS Servers 1192.168.1.23

Connection Speed ‘100 Mbps
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Ethernet adapter vEthernet (svr1-99Z0O-itable-
VS):

Description

Physical Address
DHCP Enabled
IPv4 Address
Subnet Mask
DHCP Server

Connection Speed
Ethernet adapter vEthernet (workstation-

‘ Hyper-V Virtual Ethernet Adapter
100:15:5D:06:50:00
‘ Yes
‘ 169.254.24.150;fe80::59f3:9394:d4fe:1896
1255.255.0.0, 64
255.255.255.255

10000000000

marion-itable-VS):
Description
Physical Address
DHCP Enabled
IPv4 Address
Subnet Mask
DHCP Server
Connection Speed

Endpoint Security
Security Center

Antivirus

‘ Hyper-V Virtual Ethernet Adapter
\00:15:5D:06:5o:05

‘ Yes

‘ 169.254.58.236;fe80::a8a8:6c1c:2b2c:3aec
1255.255.0.0, 64

255.255.255.255

110000000000

‘¥ Windows Defender (Version 4.9.10586.589)

Enabled Yes
Up-to-date Yes
Engine Version 1.1.13202.0
Last Scan 10/25/2016 7:22:59 AM
Last Scan Type Quick
Real-time Protection On

Antispyware

¥ Windows Defender (Version 4.9.10586.589)

Enabled Yes
Up-to-date Yes
AS Definitions Version 1.231.372.0
AS Last Applied 10/25/2016 2:44:35 AM
Engine Version 1.1.13202.0
Last Scan 10/25/2016 7:22:59 AM
Last Scan Type Quick
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¥ Windows Defender (Version 4.9.10586.589)

Real-time Protection On
Firewall
¥ Windows Firewall
Enabled Yes
Domain Setting On
Private Setting On
Public Setting On

Detected by Services

Antivirus

No antivirus services found that were not already in Security Center

Antispyware

No antispyware services found that were not already in Security Center

Firewall

No firewall services found that were not already in Security Center

Patch Status

MBSA

Issue Score Assessment

Windows Updates

Issue Score Assessment

Definition Updates, Windows Defender ‘Failed (non-critical) 1 update is missing.
Drivers, Windows 10 and later drivers ‘Failed (non-critical) 26 updates are missing.
Drivers, Windows 8.1 and later drivers ‘ Failed (non-critical) 2 updates are missing.

Local Account Password Strength Assessment

Connected Printers

from WMI

IP Address Printer Name Accessed From Location Location
169.254.24.150, SEC30CDA792322C Administrator
169.254.58.236,

192.168.6.80
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Shares

UNC PATH Remark
\\darkhorse\ADMIN$ ‘ C:\windows

\\darkhorse\C$ ‘ C:\

\\darkhorse\download ‘ C:\download

\\darkhorse\IPC$ ‘

\\darkhorse\projects ‘ C:\projects

Installed Applications

Application Name Version
7-Zip 16.02 (x64) 16.02
Administrative Templates (ADMX) for Windows 10 Version 1511 1.0
Application Insights Tools for Visual Studio 2015 7.0.20622.1
Atheros Outlook Addin 2010 1.0.0.0
DevExpress Components 14.1 14.1.7

Entity Framework 6.1.3 Tools for Visual Studio 2015 Update 1 14.0.41103.0
FileZilla Client 3.20.1 3.20.1

Git version 2.9.2 29.2

Google Chrome 54.0.2840.71
IIS 10.0 Express 192.168.1736

IIS Express Application Compatibility Database for x64
IIS Express Application Compatibility Database for x86

ILMerge 2.12.0803
Intel(R) Processor Graphics 20.19.15.4501
Intel(R) Rapid Storage Technology 14.5.0.1081
Intel(R) Serial 10 30.100.1519.07
Microsoft .NET Framework 4.5 Multi-Targeting Pack 4.5.50710
Microsoft .NET Framework 4.5.1 Multi-Targeting Pack 4.5.50932
Microsoft .NET Framework 4.5.1 Multi-Targeting Pack (ENU) 4.5.50932
Microsoft .NET Framework 4.5.1 SDK 4.5.51641
Microsoft .NET Framework 4.5.2 Multi-Targeting Pack 4.5.51651
Microsoft .NET Framework 4.5.2 Multi-Targeting Pack (ENU) 4.5.51209
Microsoft .NET Framework 4.6 SDK 4.6.00081
Microsoft .NET Framework 4.6 Targeting Pack 4.6.00081
Microsoft .NET Framework 4.6 Targeting Pack (ENU) 4.6.00127
Microsoft .NET Framework 4.6.1 SDK 4.6.01055
Microsoft .NET Framework 4.6.1 Targeting Pack 4.6.01055
Microsoft .NET Framework 4.6.1 Targeting Pack (ENU) 4.6.01055
Microsoft .NET Version Manager (x64) 1.0.0-beta5 1.0.10609.0
Microsoft Baseline Security Analyzer 2.3 2.3.2211
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Application Name
Microsoft Help Viewer 1.1

Microsoft Help Viewer 2.2

Microsoft Office 365 ProPlus - en-us

Microsoft Online Services Sign-in Assistant

Microsoft Report Viewer 2012 Runtime

Microsoft Silverlight

Microsoft SQL Server 2008 R2 Management Objects

Microsoft SQL Server 2008 Setup Support Files

Microsoft SQL Server 2012 (64-bit)

Microsoft SQL Server 2012 dbre Line Utilities

Microsoft SQL Server 2012 Native Client

Microsoft SQL Server 2012 Policies

Microsoft SQL Server 2012 Setup (English)

Microsoft SQL Server 2012 Transact-SQL Compiler Service
Microsoft SQL Server 2012 Transact-SQL ScriptDom

Microsoft SQL Server 2014 Express LocalDB

Microsoft SQL Server 2014 Management Objects

Microsoft SQL Server 2014 Management Objects (x64)
Microsoft SQL Server 2014 Transact-SQL ScriptDom

Microsoft SQL Server 2014 T-SQL Language Service

Microsoft SQL Server 2016 LocalDB

Microsoft SQL Server 2016 Management Objects

Microsoft SQL Server 2016 Management Objects (x64)
Microsoft SQL Server 2016 T-SQL Language Service

Microsoft SQL Server 2016 T-SQL ScriptDom

Microsoft SQL Server Compact 4.0 SP1 x64 ENU

Microsoft SQL Server Data Tools - enu (14.0.60519.0)
Microsoft SQL Server System CLR Types

Microsoft System CLR Types for SQL Server 2012 (x64)
Microsoft System CLR Types for SQL Server 2014

Microsoft System CLR Types for SQL Server 2016

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.4148
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4974
Microsoft Visual C++ 2010 x64 Redistributable - 192.168.40219
Microsoft Visual C++ 2010 x86 Redistributable - 192.168.40219
Microsoft Visual C++ 2010 x86 Runtime - 192.168.40219
Microsoft Visual C++ 2012 Redistributable (x64) - 11.0.60610
Microsoft Visual C++ 2012 Redistributable (x86) - 11.0.60610
Microsoft Visual C++ 2013 Redistributable (x64) - 12.0.30501
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Version
1.1.40219

2.2.25420
16.0.6741.2071
7.250.4556.0
11.0.2100.60
5.1.20513.0
10.51.2500.0
10.1.2731.0

11.0.2100.60
11.1.3000.0
11.0.2100.60
11.1.3128.0
11.1.3128.0
11.1.3000.0
12.0.2000.8
12.0.2000.8
12.0.2000.8
12.0.2000.8
12.0.2000.8
13.0.1601.5
13.0.1601.5
13.0.1601.5
13.0.14500.10
13.0.1601.5
4.0.8876.1
14.0.60519.0
10.51.2500.0
11.1.3000.0
12.0.2402.29
13.0.1601.5
9.0.30729.4148
9.0.30729.4148
9.0.30729.4974
192.168.40219
192.168.40219
192.168.40219
11.0.60610.1
11.0.60610.1
12.0.30501.0
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Application Name Version
Microsoft Visual C++ 2015 Redistributable (x64) - 14.0.24210 14.0.24210.0
Microsoft Visual C++ 2015 Redistributable (x64) - 14.0.24212 14.0.24212.0
Microsoft Visual C++ 2015 Redistributable (x86) - 14.0.24212 14.0.24212.0

Microsoft Visual J# 2.0 Redistributable Package - SE (x64)
Microsoft Visual Studio 2010 Shell (Isolated) - ENU
Microsoft Visual Studio 2010 Tools for Office Runtime (x64)

192.168.40219
192.168.50903

Microsoft Visual Studio Professional 2015 with Updates
Microsoft Web Deploy 3.6

MindFusion WinForms

Prerequisites for SSDT

Qualcomm Atheros Bluetooth Suite (64)
Realtek High Definition Audio Driver

Ryver

ScreenConnect Client (2872323bbe412f4c)
Sublime Text 2.0.2

Terminals

USBPcap 1.1.0.0-g794bf26-3

Visual Studio 2010 Prerequisites - English

14.0.25420.1
3.1238.1962
1.0.0
12.0.2000.8
8.0.1.312
6.0.1.7599
1.1.8
5.4.9675.5750

3.6.1.0
1.1.0.0-g794bf26-3
192.168.40219

VMware OVF Tool 4.1.0
VMware Remote Console Plug-in 5.1 0.0.1
VMware vSphere Client 6.0 6.0.0.6826
VMware vSphere PowerCLI 6.3.0.8258
Windows Azure Active Directory Module for Windows PowerShell 1.0.0
WinPcap 4.1.3 4.1.0.2980
WinZip Self-Extractor

Wireshark 2.0.5 (64-bit) 2.0.5
License Keys

Intel - GFX

Microsoft - GDR 3128 for SQL Server 2012 (KB2793634)
(64-bit)

Microsoft - Internet Explorer
Microsoft - Office 16
Microsoft - PowerShell

Microsoft - Service Pack 1 for SQL Server 2012
(KB2674319) (64-bit)

Microsoft - SQL Server
Microsoft - VisualStudio

Microsoft - VisualStudio
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{FOE3AD40-2BBD-4360-9C76-B9ACI9A5886EA}
SQL2011

00330-50087-69689-AAOEM (ends with Y98XC)
00202-50567-56128-AA721 (ends with 489C2)
89383-100-0001260-04309

SQL2011

Mpcld-010-0008006-02258
01010-532-2002386-70111
4.1.41102.0
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Application Name
Microsoft - Windows 10 Pro

WOW6432Node - Intel

WOW6432Node - Microsoft
WOW6432Node - Microsoft
WOW6432Node - Microsoft

Common Listening Ports

Remote

IP Address

192.168.6.80

Local

Port IP Process Name
Address

135/TCP  Any svchost.exe

445/TCP  Any System

2179/TCP Any vmms.exe

3389/TCP Any svchost.exe

5357/TCP Any System

5985/TCP Any System

47001/TC | Any System

P

49152/TC | Any System

P

49153/TC | Any System

P

49154/TC | Any System

P

49155/TC Any System

P

49664/TC  Any wininit

P

49665/TC | Any svchost.exe

P

49666/TC | Any svchost.exe

P

49667/TC | Any spoolsv.exe

P

49668/TC | Any Isass.exe
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License Key

Computer Name

darkhorse

Description

Host Process for Windows
Services

Virtual Machine Management
Service

Host Process for Windows
Services

Host Process for Windows
Services

Host Process for Windows
Services

Spooler SubSystem App

Local Security Authority Process

00330-50087-69689-AAOEM (ends with Y98XC)
{FOE3AD40-2BBD-4360-9C76-BOACIA5886EA}
01010-532-2002386-70111
89383-100-0001260-04309
Mpcld-010-0008006-02258

RDP
(3389/TCP)

Vv

User

NT AUTHORITY\redi SERVICE

NT AUTHORITY\SYSTEM

NT AUTHORITY\redi SERVICE

NT AUTHORITY\SYSTEM
NT AUTHORITY\LOCAL
SERVICE

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM
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Port IP Process Name Description User
Address

P
49669/TC Any services NT AUTHORITY\SYSTEM
P
49670/TC Any Isass.exe Local Security Authority Process NT AUTHORITY\SYSTEM
P
51709/TC Any System
P
62183/TC Any System
P
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1.8 - CORP.MYCO.COM\DARREN-PC

Computer IP address
Windows 10 Pro (x64) unknown (Build 14393) ‘ 192.168.6.134
Risk Section

System Risk
Score

System Issue Score

System Issue
Score Current | ¢

Issues

No issues detected

System Profile

(O ‘Windows 10 Pro (x64) unknown (Build 14393)

Windows Key ‘QYWSB-WQHHJ-RDQWG-TQQJB-6VJXG

Manufacturer 'HP/550-110

Processor Intel(R) Core(TM) i3-4170 CPU @ 3.70GHz
64-bit ready

Multi-core (2 total)
Hyper-threaded (4 total)
512 MB L2 Cache
3072 MB L3 Cache

OS Install Date \ 10/10/2016 11:37:34 AM
Last Active Directory Check-in ‘ 10/25/2016 9:26:18 PM

System Memory

Memory Serial # Speed Size

Memory Bank: Bank 1 (Available) ‘

Memory Bank: DIMM2 (In Use) ‘2121A1A7 1600 MHz 8192 MB
Total Memory 8192 MB
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Disk Space Utilization

Percent Used

Asset Detail Report
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0 10 20 30 40 50 60 70 %0 100
Volumes
0
Drive  Volume Label Filesystem Capacity Used % Used Available .A)
Available

€ Windows NTFS 912.26 GB 37.47 GB 4.11% 874.79GB 95.89%
D: Recovery Image NTFS 17.82 GB 15.57 GB 87.37% 2.25GB 12.63%
Physical Drives
Model Serial Number Type Size Volumes
ST1000DMO003-1ER162 Z4YCSVQY Hard Drive 931.51 C., D:

GB

0B

Generic- SD/MMC/MS PRO USB Device ‘2012062914345300

Windows IP Configuration

Ethernet adapter Ethernet:
Connection-specific DNS Suffix
Description

Physical Address

DHCP Enabled

IPv4 Address

Subnet Mask

DHCP Server

Lease Obtained

Lease Expires

Default Gateway

DNS Servers

Connection Speed

Endpoint Security
Security Center

Antivirus

PROPRIETARY & CONFIDENTIAL

'Corp.myco.com

'Realtek PCle GBE Family Controller

\ DC:FE:07:0A:6D:7D
‘Yes

‘ 192.168.6.134;fe80::2508:aae8:1619:22e1

1255.255.248.0, 64
1192.168.1.3

110/25/2016 6:35:35 PM
111/2/2016 6:35:35 PM
1192.168.1.1;192.168.199.1
1192.168.1.23

1 Gbps
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¥ ThreatTrack Security VIPRE Business Agent

Enabled Yes
Up-to-date Yes
‘¥ Windows Defender (Version 4.10.14393.187)

Enabled Yes
Up-to-date Yes

Engine Version 1.1.12603.0
Real-time Protection On

Antispyware

¥ ThreatTrack Security VIPRE Business Agent

Enabled Yes
Up-to-date Yes
‘¥ windows Defender (Version 4.10.14393.187)

Enabled Yes
Up-to-date Yes
AS Definitions Version 1.217.1263.0
AS Last Applied 4/13/2016 8:06:50 AM
Engine Version 1.1.12603.0
Real-time Protection On

Firewall
Enabled Yes
Domain Setting On
Private Setting On
Public Setting On

Detected by Services

Antivirus

No antivirus services found that were not already in Security Center
Antispyware

No antispyware services found that were not already in Security Center
Firewall

No firewall services found that were not already in Security Center

Patch Status
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Issue Score Assessment

Windows Updates

Issue Score Assessment
Drivers, Windows 10 and later drivers ‘Failed (non-critical) 14 updates are missing.
Feature Packs, Silverlight ‘Failed (non-critical) 1 update is missing.

Local Account Password Strength Assessment

Connected Printers

(from WMI)
IP Address Printer Name Accessed From Location Location
192.168.6.134 Brother MFC-9320CW
Printer
192.168.6.134 Brother HL-6180DW
series Printer
Shares
UNC PATH Remark
\\darren-PC\ADMIN$ ‘ C:\WINDOWS
\\darren-PC\C$ ‘ C:\
\\darren-PC\D$ ‘ D:\

\\darren-PC\IPC$ ‘

Installed Applications

None Detected

License Keys
None Detected

Common Listening Ports

Remote

RDP
IP Address Computer Name (3389/TCP)
192.168.6.134 darren-PC V
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Local

Port

135/TCP

445/TCP
3389/TCP

5357/TCP
5985/TCP

17500/TC
P

18086/TC
P

47001/TC
P

49664/TC
P

49665/TC
P

49666/TC
P

49669/TC
P

49670/TC
P

49671/TC
P

51694/TC
P
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IP

Address

Any

Any
Any

Any
Any
Any

Any

Any

Any

Any

Any

Any

Any

Any

Any

Process Name

svchost.exe

System

svchost.exe

System
System

Dropbox.exe

SBAMSVvc.exe

System

wininit

svchost.exe

svchost.exe

spoolsv.exe

Isass.exe

Isass.exe

services

Description

Host Process for Windows
Services

Host Process for Windows
Services

Dropbox

Anti Malware Service

Host Process for Windows
Services

Host Process for Windows
Services
Spooler SubSystem App

Local Security Authority Process

Local Security Authority Process

Asset Detail Report
NETWORK ASSESSMENT

User

NT AUTHORITY\redi SERVICE

NT AUTHORITY\redi SERVICE

PIT\dfaithl

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM
NT AUTHORITY\LOCAL
SERVICE

NT AUTHORITY\SYSTEM
NT AUTHORITY\SYSTEM
NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM
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1.9 - CORP.MYCO.COM\DCO03
Computer IP address
Windows Server 2012 R2 Datacenter (x64) unknown (Build 9600) 169.254.52.150
192.168.1.23
192.168.1.4
192.168.1.3
Risk Section
System Risk
Score

System Issue Score

System Issue
Score Current | ¢

Issues

No issues detected

System Profile

0S ‘Windows Server 2012 R2 Datacenter (x64) unknown (Build 9600)
Windows Key 'QT62M-FVDB2-V2QJK-K67P2-HHATB
Manufacturer ‘ Microsoft Corporation/Virtual Machine
Service Tag/Serial Number ‘8969-2496-9219-1613-4999-3630-25
Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz
64-bit ready

Multi-core (4 total)
Not hyper-threaded

OS Install Date \ 1/30/2014 12:16:06 AM
Last Active Directory Check-in ‘ 10/25/2016 3:04:50 PM

System Memory

Memory SEEE: Speed Size
Memory Bank: MOO (In Use) ‘None unknown 1024 MB
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Memory SEIEUE:: Speed Size
| MHz
. ‘
Total Memory 1024 MB
Disk Space Utilization
Percent Used
I 1 1 1 1 1 ¥ J ' J 1
0 10 20 30 40 50 €0 70 80 90 100
Volumes
. . . . %
Drive  Volume Label Filesystem Capacity Used % Used Available Available
C: NTFS 126.48 GB 22.10 GB 17.47% 104.38GB 82.53%
Physical Drives
Model Serial Number Type Size Volumes
Microsoft Virtual Disk ‘ Hard Drive 126.99 (@
GB

Windows IP Configuration

Ethernet adapter Ethernet:

Description ‘ Microsoft Hyper-V redi Adapter

Physical Address \00:15:0A:oo:01:03

DHCP Enabled \ No

IPv4 Address ‘ 192.168.1.23;192.168.1.4;192.168.1.3;fe80::b59a:c6dc:c17b:15b9
Subnet Mask \255.255.248.0, 255.255.248.0, 255.255.255.0, 64

Default Gateway 1192.168.1.1

DNS Servers \ 127.0.0.1

Connection Speed 110000000000

Endpoint Security
Security Center
Antivirus

No antivirus reported by Security Center

Antispyware
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No antispyware reported by Security Center

Firewall
Enabled No
Domain Setting off
Private Setting Off
Public Setting off

Detected by Services

Antivirus

¥ GFI Languard

Enabled Yes
¥ VIPRE
Enabled No
Antispyware
¥ GFI Languard
Enabled Yes
¥ VIPRE
Enabled No
Firewall

No firewall services found that were not already in Security Center

Patch Status
MBSA
Issue Score Assessment

Windows Updates

Issue Score Assessment

Critical Updates, Windows Server 2012 R2 Failed (critical) 8 _crit_ical updates are
missing.

Feature Packs, Silverlight Failed (non-critical) 1 update is missing.

Feature Packs, Windows Server 2012 R2 ‘Failed (non-critical) 1 update is missing.

Security Updates, Windows Server 2012 R2 Failed (critical) 12_7 s_ecurity updates are
missing.

Update Rollups, Windows Server 2012 R2 ‘Failed (non-critical) 3 updates are missing.

Updates, Windows Server 2012 R2 Failed (non-critical) 101 updates are missing.
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Local Account Password Strength Assessment

Connected Printers

None Detected

Shares

UNC PATH Remark
\DCO3\ADMIN$ ‘ C:\Windows

\DCO03\C$ \ C:\

\DCO3\IPC$ |

\\DCO3\NETLOGON C:\Windows\SYSVOL\sysvol\Corp.myco.com\

SCRIPTS

\\DCO3\SYSVOL ‘ C:\Windows\SYSVOL\sysvol

\DCO03\Tech ‘ C:\Shares\Tech

\DCO03\accts ‘ C:\accts

Installed Applications

Application Name Version
GFI Business Agent 6.2.5530
Microsoft Baseline Security Analyzer 2.3 2.3.2208
Microsoft redi Monitor 3.4 3.4.2350.0
Microsoft redi Monitor: rediMonitor Parsers 3.4 3.4.2350.0
Microsoft Online Services Sign-in Assistant 7.250.4556.0
redi Detective 3.0.1027.1
Windows Azure Active Directory Module for Windows PowerShell 1.0.0
License Keys

Application Name License Key

GFI - LNSS10 0

Microsoft - Internet Explorer ‘00252-80025-75737-AA884 (ends with 33VJY)
Microsoft - PowerShell ‘ 89383-100-0001260-04309

Microsoft - Windows Server 2012 R2 Datacenter ‘ 00252-80025-75737-AA884 (ends with 33VJY)
Common Listening Ports

Remote

DNS RDP

IP Address Computer Name (53/TCP) (3389/TCP)
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IP Address Computer Name
192.168.1.23 ‘ DCO03
Local
Port IP Process Name
Address
53/TCP 192.168.1 dns.exe
.3
88/TCP  Any Isass.exe
135/TCP  Any svchost.exe
389/TCP | Any Isass.exe
445/TCP  Any System
464/TCP | Any Isass.exe
593/TCP  Any svchost.exe

636/TCP | Any Isass.exe
3268/TCP Any Isass.exe
3269/TCP Any Isass.exe

3389/TCP | Any svchost.exe

5985/TCP Any
9389/TCP | Any

System

ory.WebServices.exe

47001/TC | Any System

P

49152/TC | Any wininit.exe
P

49153/TC | Any svchost.exe
P

49154/TC | Any svchost.exe
P

49155/TC | Any Isass.exe
P

49157/TC | Any Isass.exe
P

49158/TC | Any Isass.exe
P

49159/TC Any spoolsv.exe
P

49162/TC Any svchost.exe
P

49183/TC | Any dns.exe

P

49186/TC | Any svchost.exe
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DNS
(53/TCP)

\Y

Description

Domain Name System (DNS)
Server

Local Security Authority Process

Host Process for Windows
Services

Local Security Authority Process

Local Security Authority Process

Host Process for Windows
Services

Local Security Authority Process
Local Security Authority Process
Local Security Authority Process

Host Process for Windows
Services

Microsoft.ActiveDirect Microsoft.ActiveDirectory.WebSer

vices

Windows Start-Up Application

Host Process for Windows
Services

Host Process for Windows
Services

Local Security Authority Process
Local Security Authority Process
Local Security Authority Process
Spooler SubSystem App

Host Process for Windows

Services

Domain Name System (DNS)
Server

Host Process for Windows

Asset Detail Report
NETWORK ASSESSMENT

RDP
(3389/TCP)

Vv

User

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM
NT AUTHORITY\redi SERVICE

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM
NT AUTHORITY\redi SERVICE

NT AUTHORITY\SYSTEM
NT AUTHORITY\SYSTEM
NT AUTHORITY\SYSTEM
NT AUTHORITY\redi SERVICE

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\LOCAL
SERVICE

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\redi SERVICE

NT AUTHORITY\SYSTEM

NT AUTHORITY\redi SERVICE
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Port IP Process Name Description User
Address

P Services
49187/TC Any services NT AUTHORITY\SYSTEM
P
49191/TC Any svchost.exe Host Process for Windows NT AUTHORITY\redi SERVICE
P Services
49206/TC Any DFSRs.exe Distributed File System NT AUTHORITY\SYSTEM
P Replication
54264/TC Any DlIHost.exe COM Surrogate PIT\wpayne
P
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1.10 - CORP.MYCO.COM\DDOUGLAS-WIN10

Computer IP address
Windows 10 Pro (x64) unknown (Build 14393) ‘ 192.168.7.17
Risk Section

System Risk
Score

System Issue Score

System Issue
Score Current | ¢

Issues

No issues detected

System Profile

(O ‘Windows 10 Pro (x64) unknown (Build 14393)
Windows Key ‘QYWSB-WQHHJ-RDQWG-TQQJB-6VJXG
Manufacturer ‘ Gateway/DX4320
Processor AMD Phenom(tm) Il X4 945 Processor

64-bit ready

Multi-core (4 total)

Not hyper-threaded
2048 MB L2 Cache
6144 MB L3 Cache

OS Install Date \10/23/2016 1:33:07 PM
Last Active Directory Check-in ‘ 10/25/2016 8:41:05 PM

System Memory

Memory Serial # Speed Size
Memory Bank: DIMMO (In Use) ‘ D8983E83 533 MHz 1024 MB

Memory Bank: Bank 1 (Available)
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Memory SEIEUE:: Speed Size

Memory Bank: DIMML1 (In Use) ‘40293F29 533 MHz 1024 MB

Memaory Bank: DIMM2 (In Use) ‘3C021E8F 533 MHz 2048 MB

Memory Bank: DIMMS3 (In Use) ‘69861E3D 533 MHz 2048 MB
Total Memory 6144 MB
Disk Space Utilization

Percent Used
C: 9.27%
D:{0.04%
I 1 1 1 U 1 U L 1
0 10 20 30 40 50 60 70 80 90 100
Volumes
0
Drive  Volume Label Filesystem Capacity Used % Used Available .A)
Available
C; NTFS 126.81 GB 37.12 GB 29.27% 89.69GB 70.73%
D: Data NTFS 468.87 GB  0.20 GB 0.04% 468.67GB 99.96%
Physical Drives
Model Serial Number Type Size Volumes
Generic USB CF Reader USB Device ‘058F63776371 0B
Generic USB SD Reader USB Device ‘058F63776370 0B
HP HP Officejet Pro USB Device ‘CNS??FX342 0B
Generic Mini SD Reader USB Device ‘058F63776S74 0B
Generic USB xD/SM Reader USB Device ‘ 058F63776372 0B
Hitachi HDS721064CLA332 ‘JP264OHPODZ4GH Hard Drive 596.17 C:, D:
GB

Generic USB MS Reader USB Device ‘058F63776373 0B

Windows IP Configuration

Ethernet adapter Ethernet 2:

Connection-specific DNS Suffix ‘Corp.myco.com

Description ‘ Realtek PCle GBE Family Controller
Physical Address ‘90:FB:A6:8A:96:B6

DHCP Enabled Yes

IPv4 Address ‘ 192.168.7.17;fe80::€981:7238:cc6c:51cd
Subnet Mask 255.255.248.0, 64

DHCP Server 1192.168.1.3
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Ethernet adapter Ethernet 2:

Lease Obtained
Lease Expires
Default Gateway
DNS Servers
Connection Speed

Endpoint Security

Security Center

Antivirus

110/24/2016 9:24:37 AM
111/1/2016 9:24:37 AM
1192.168.1.1;192.168.199.1
1192.168.1.23

‘ 1 Ghps

¥ ThreatTrack Security VIPRE Business Agent

Enabled Yes
Up-to-date Yes
¥ Windows Defender (Version 4.10.14393.187)
Enabled No
Up-to-date Yes
Engine Version 1.1.13202.0
Real-time Protection On
Antispyware
¥ ThreatTrack Security VIPRE Business Agent
Enabled Yes
Up-to-date Yes
¥ windows Defender (Version 4.10.14393.187)
Enabled No
Up-to-date Yes
AS Definitions Version 1.231.247.0
AS Last Applied 10/23/2016 1:32:28 PM
Engine Version 1.1.13202.0
Real-time Protection On
Firewall

¥ windows Firewall

Enabled Yes
Domain Setting On
Private Setting On
Public Setting On

Detected by Services
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Antivirus

No antivirus services found that were not already in Security Center

Antispyware

No antispyware services found that were not already in Security Center

Firewall

No firewall services found that were not already in Security Center

Patch Status

MBSA

Issue Score Assessment
Local Account Password Strength Assessment

Connected Printers

(from WMI)

192.168.7.17 HP Officejet Pro 8610

Shares

UNC PATH Remark
\\Ddouglas-WIN10\ADMIN$ \ C:\Windows

\\Ddouglas-WIN10\C$ \ C:\

\\Ddouglas-WIN10\D$ \ D:\

\\Ddouglas-WIN10\IPC$ \

Installed Applications

Application Name Version
Adobe Acrobat DC 15.020.20039
AMD Catalyst Control Center 1.00.0000
Google Chrome 54.0.2840.71
HP Officejet Pro 8610 Basic Device Software 32.3.198.49673
HP Officejet Pro 8610 Help 32.0.0

HP Update 5.005.002.002
I.R.1.S. OCR 12.3.4.0
ICCHelp 19.00.0000
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Version

Application Name
Microsoft Office 365 ProPlus - en-us

Microsoft SQL Server 2005 Compact Edition [ENU]

Microsoft SQL Server 2008 Setup Support Files

Microsoft SQL Server 2012

Microsoft SQL Server 2012 Management Objects

Microsoft SQL Server 2012 Native Client

Microsoft SQL Server 2012 Setup (English)

Microsoft SQL Server 2012 Transact-SQL ScriptDom

Microsoft System CLR Types for SQL Server 2012

Microsoft Visual C++ 2010 x64 Redistributable - 192.168.40219
Microsoft Visual C++ 2010 x86 Redistributable - 192.168.40219
Microsoft Visual C++ 2012 Redistributable (x64) - 11.0.50727
Microsoft Visual C++ 2012 Redistributable (x86) - 11.0.50727
Microsoft VSS Writer for SQL Server 2012

Product Improvement Study for HP Officejet Pro 8610
ScreenConnect Client (2872323bbe412f4c)

SQL Server Browser for SQL Server 2012

UPS WorldShip

VIPRE Business Agent

WebHelp

Windows Live Essentials

License Keys
None Detected

Common Listening Ports

Remote

IP Address Computer Name
192.168.7.17 Ddouglas-WIN10
Local

Unable to collect remotely
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16.0.6965.2092
3.1.0000
10.1.2731.0

11.2.5058.0
11.2.5058.0
11.2.5343.0
11.2.5058.0
11.2.5058.0
192.168.40219
192.168.40219
11.0.50727.1
11.0.50727.1
11.2.5058.0
32.3.198.49673
6.0.11299.6071
11.2.5058.0
19.0

9.3.6032
19.00.0000
16.4.3528.0331

RDP

(3389/TCP)

\%
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1.11 - CORP.MYCO.COM\DESKTOP-N6S4H9A

Computer IP address
Windows 10 Pro (x64) unknown (Build 14393) 169.254.93.61

192.168.6.85
Risk Section

System Risk
Score

System Issue Score

System Issue
Score Current | ¢

Issues

No issues detected

System Profile

(O ‘Windows 10 Pro (x64) unknown (Build 14393)

Windows Key ‘TJVJK-J?SDS-C?CXC-4KBDD-GF4C6

Manufacturer ‘Acer/Veriton M6630G

Processor Intel(R) Core(TM) i7-4770 CPU @ 3.40GHz
64-bit ready

Multi-core (4 total)
Hyper-threaded (8 total)
1024 MB L2 Cache
8192 MB L3 Cache

OS Install Date \ 9/2/2016 9:23:35 AM
Last Active Directory Check-in ‘ 10/25/2016 9:18:39 PM

System Memory

Memory Serial # Speed Size
Memory Bank: DIMML1 (In Use) ‘952D8A7D 1600 MHz 4096 MB
Memaory Bank: DIMM2 (In Use) ‘912D777D 1600 MHz 4096 MB
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Memory SEIEUE:: Speed Size
Memory Bank: DIMMS3 (In Use) ‘005F8152 1333 MHz 4096 MB
Memory Bank: DIMM4 (In Use) ‘942A7C7E 1600 MHz 4096 MB
Memory Bank: Bank 5 (Available) ‘
Total Memory 16384 MB

Disk Space Utilization

c_ﬁi%

J ' J
0 10 20 30 40 50 60 70 80 80 100

Percent Used

Volumes
. . . . %
0
Drive  Volume Label Filesystem Capacity Used % Used Available Available
C; NTFS 931.02 GB 80.54 GB 8.65% 850.48GB 91.35%
Physical Drives
Model Serial Number Type Size Volumes
WDC WD10EZEX-21M2NAO ‘WCCSFNWNALUS Hard Drive 931.51 C:
GB

Windows IP Configuration

Ethernet adapter vEthernet (svr1-14TA-itable-
VS):

Description ‘ Hyper-V Virtual Ethernet Adapter
Physical Address ‘00:15:5D:06:55:00

DHCP Enabled Yes

IPv4 Address ‘ 169.254.93.61;fe80::8cb3:404b:e5b6:5d3d
Subnet Mask 1255.255.0.0, 64

DHCP Server ‘ 255.255.255.255

Connection Speed 10000000000

Ethernet adapter vEthernet (svrl-14TA-

External-VS):

Connection-specific DNS Suffix ‘Corp.myco.com

Description ‘ Hyper-V Virtual Ethernet Adapter
Physical Address ‘CO:3F:D5:5E:F2:D3

DHCP Enabled Yes

IPv4 Address ‘ 192.168.6.85;f€80::2939:588a:4461:8092
Subnet Mask ‘255.255.248.0, 64
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Ethernet adapter vEthernet (svr1-14TA-itable-
VS):

DHCP Server
Lease Obtained
Lease Expires
Default Gateway
DNS Servers
Connection Speed

Endpoint Security
Security Center

Antivirus

1192.168.1.3

110/25/2016 7:53:57 PM
111/2/2016 7:53:57 PM
1192.168.1.1;192.168.199.1
1192.168.1.23

‘100 Mbps

¥ Windows Defender (Version 4.10.14393.187)

Enabled
Up-to-date
Engine Version
Last Scan

Last Scan Type

Real-time Protection

Antispyware

Yes

Yes

1.1.13202.0
10/21/2016 2:22:52 PM
Quick

On

¥ Windows Defender (Version 4.10.14393.187)

Enabled

Up-to-date

AS Definitions Version
AS Last Applied
Engine Version

Last Scan

Last Scan Type

Real-time Protection

Firewall

Yes

Yes

1.231.372.0
10/25/2016 2:44:35 AM
1.1.13202.0
10/21/2016 2:22:52 PM
Quick

On

¥ windows Firewall

Enabled
Domain Setting
Private Setting
Public Setting

Detected by Services
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Yes
On
On
On
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Antivirus
No antivirus services found that were not already in Security Center
Antispyware
No antispyware services found that were not already in Security Center
Firewall
No firewall services found that were not already in Security Center
Patch Status
MBSA
Issue Score Assessment
Windows Updates
Issue Score Assessment
Definition Updates, Windows Defender ‘Failed (non-critical) 1 update is missing.
Drivers, Windows 10 and later drivers ‘Failed (non-critical) 3 updates are missing.
Drivers, Windows 10 Anniversary Update and Later Failed (non-critical) 4 updates are missing.
Servicing Drivers
Feature Packs, Silverlight ‘Failed (non-critical) 1 update is missing.
Local Account Password Strength Assessment
Connected Printers
(from WMI)
IP Address Printer Name Accessed From Location Location
169.254.93.61, Brother MFC-9320CW
192.168.6.85 Printer
169.254.93.61, Brother HL-6180DW
192.168.6.85 series Printer
Shares
UNC PATH Remark
\\DESKTOP-N6S4H9A\ADMIN$ ‘ C:\WINDOWS
\DESKTOP-N6S4H9A\C$ \ C:\

\DESKTOP-N6S4H9A\IPC$ \

Installed Applications
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Application Name Version
7-Zip 16.02 (x64) 16.02
Apple Application Support (32-bit) 4.3.2
Apple Application Support (64-bit) 4.3.2
Apple Mobile Device Support 9.3.0.15
Apple Software Update 2.2.0.150
Audacity 2.1.0 2.1.0
Bonjour 3.1.0.1
Citrix Online Launcher 1.0.408
Google Chrome 54.0.2840.71
GoToMeeting 7.25.0.5742 7.25.0.5742
iTunes 12.4.3.1
join.me 3.0.0.3632
LAME v3.99.3 (for Windows)

Lightshot-5.4.0.1 5.4.0.1
Microsoft Baseline Security Analyzer 2.3 2.3.2211

Microsoft Office Professional Plus 2013

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161
Microsoft Visual C++ 2010 x64 Redistributable - 192.168.40219
Microsoft Visual C++ 2010 x86 Redistributable - 192.168.40219
Microsoft Visual C++ 2012 Redistributable (x86) - 11.0.61030
Microsoft Visual Studio 2010 Tools for Office Runtime (x64)
redi Detective

NVIDIA 3D Vision Driver 353.54

NVIDIA Graphics Driver 353.54

NVIDIA HD Audio Driver 1.3.34.3

NVIDIA Update 10.4.0

QuickTime

RingCentral Meetings

Ryver

Samsung SideSync

Samsung USB Driver for Mobile Phones

ScreenConnect Client (2872323bbe412f4c)

Skype for Business Basic 2016

Spotify 1.0.39.157.9g674ae37
7

TeamViewer 11 11.0.65452

VLC media player 224

License Keys

Application Name License Key

PROPRIETARY & CONFIDENTIAL

15.0.4569.1506
9.0.30729.6161
192.168.40219
192.168.40219
11.0.61030.0
192.168.50903
4.0.1007.0
353.54

353.54

1.3.34.3

10.4.0
7.60.92.0

4.2

1.1.6

4.5.0.86
1.5.59.0
5.4.9675.5750
16.0.4351.1001
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Application Name
Microsoft - Internet Explorer

Microsoft - Office 15
Microsoft - Office Professional Plus 2013

Microsoft - PowerShell
Microsoft - Skype for Business Basic 2016
Microsoft - Skype for Business Entry 2016

Microsoft - Windows 10 Pro
WOWG6432Node - Microsoft

Common Listening Ports

Remote

None Detected

Local

Port IP Process Name

Address

135/TCP | Any svchost.exe

445/TCP  Any System
2179/TCP Any vmms.exe
5357/TCP Any System
5985/TCP | Any System

7680/TCP | Any svchost.exe

15001/TC | Any SideSync.exe

P

47001/TC | Any System

P

49664/TC | Any wininit

P

49665/TC | Any svchost.exe
P

49666/TC | Any svchost.exe
P

49667/TC | Any spoolsv.exe
P

49668/TC | Any Isass.exe
P

49671/TC | Any Isass.exe
P
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Description

Host Process for Windows

Services

License Key
00330-80104-79725-AA428 (ends with 2YT6T)

00216-55320-10801-AA591 (ends with CIJ9KV)

00216-40000-00000-AA976 (JVF76-6TMPY-98BXW-
76FY6-YG26V)

89383-100-0001260-04309
00340-00000-00000-AA013

00340-00000-00000-AA013 (JVF76-6TMPY-98BXW-
76B7Q-TCGTV)

00330-80104-79725-AA284 (ends with 2YT6T)
89383-100-0001260-04309

User

NT AUTHORITY\redi SERVICE

Virtual Machine Management NT AUTHORITY\SYSTEM
Service

Host Process for Windows NT AUTHORITY\SYSTEM
Services

SideSync 4.0 PIT\pmaloney

Host Process for Windows

Services

Host Process for Windows

Services

Spooler SubSystem App

Local Security Authority Process

Local Security Authority Process

NT AUTHORITY\SYSTEM
NT AUTHORITY\LOCAL
SERVICE

NT AUTHORITY\SYSTEM
NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM
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Port IP Process Name Description User
Address
49672/TC Any services NT AUTHORITY\SYSTEM
P
50010/TC Any SideSync.exe SideSync 4.0 PIT\pmaloney
P

PROPRIETARY & CONFIDENTIAL PAGE 71 of 362



ﬁ You rlTl Asset Detail Report

S Vi Loge Gecs NETWORK ASSESSMENT

1.12 - CORP.MYCO.COM\DESKTOP-UAE29EG6

Computer IP address
Windows 10 Pro (x64) unknown (Build 10240) ‘ 192.168.6.45
Risk Section

System Risk
Score

System Issue Score

System Issue
Score Current | ¢

Issues

No issues detected

System Profile

(O ‘Windows 10 Pro (x64) unknown (Build 10240)

Windows Key ‘QYWSB-WQHHJ-RDQWG-TQQJB-6VJXG

Manufacturer ‘ Microsoft Corporation/Virtual Machine

Service Tag/Serial Number ‘ 6216-8409-2851-5114-6726-6440-55

Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz
64-bit ready

Multi-core (4 total)
Not hyper-threaded

OS Install Date ‘8/21/2016 8:55:55 PM
Last Active Directory Check-in ‘10/25/2016 9:48:46 PM

System Memory

Memory Serial # Speed Size
Memory Bank: MO (In Use) None unknown 3968 MB
MHz
Memory Bank: M1 (In Use) ‘ None unknown 4224 MB
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Memory Serial # Speed Size
| MHz
Memory Bank: M2 (In Use) None unknown 0 MB
MHz
. |
Total Memory 8192 MB

Disk Space Utilization

Percent Used

0 10 20 30 40 50 €0 70 80 80 100
Volumes

. : : . %

0
Drive  Volume Label Filesystem Capacity Used % Used Available Available
C; NTFS 126.45GB 19.32 GB 15.28% 107.13GB 84.72%
Physical Drives
Model Serial Number Type Size Volumes
Microsoft Virtual Disk ‘ Hard Drive 126.99 C;
GB

Windows IP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix ‘Corp.myco.com

Description ‘ Microsoft Hyper-V redi Adapter
Physical Address ‘00:15:5D:07:37:4E

DHCP Enabled ‘Yes

IPv4 Address 1192.168.6.45;fe80::alde:172c:ae6f:b810
Subnet Mask 1255.255.248.0, 64

DHCP Server \ 192.168.1.3

Lease Obtained 110/25/2016 7:31:57 PM

Lease Expires \ 11/2/2016 7:31:57 PM

Default Gateway 1192.168.1.1;192.168.199.1
DNS Servers \ 192.168.1.23

Connection Speed 110000000000

Endpoint Security
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Security Center

Antivirus

Asset Detail Report
NETWORK ASSESSMENT

¥ windows Defender (Version 4.8.10240.17113)

Enabled

Up-to-date

Engine Version

Last Scan

Last Scan Type
Real-time Protection

Antispyware

Yes

Yes

1.1.13202.0
10/21/2016 2:18:05 PM
Quick

On

¥ windows Defender (Version 4.8.10240.17113)

Enabled

Up-to-date

AS Definitions Version
AS Last Applied
Engine Version

Last Scan

Last Scan Type
Real-time Protection

Firewall

Yes

Yes

1.231.413.0
10/25/2016 5:26:29 PM
1.1.13202.0
10/21/2016 2:18:05 PM
Quick

On

¥ windows Firewall

Enabled
Domain Setting
Private Setting
Public Setting

Detected by Services

Antivirus

Yes
On
On
On

No antivirus services found that were not already in Security Center

Antispyware

No antispyware services found that were not already in Security Center

Firewall

No firewall services found that were not already in Security Center

Patch Status
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NETWORK ASSESSMENT

Issue Score Assessment

Windows Updates

Issue Score Assessment
Definition Updates, Windows Defender ‘Failed (non-critical) 1 update is missing.
Updates, Windows 10 ‘Failed (non-critical) 1 update is missing.

Local Account Password Strength Assessment

Connected Printers

None Detected

Shares

UNC PATH REINES
\\DESKTOP-UAE29E6\ADMIN$ ‘ C:\Windows

\DESKTOP-UAE29E6\C$ cA

\\DESKTOP-UAE29E6\IPC$ ‘

\\DESKTOP-UAE29E6\print$ ‘ C:\Windows\system32\spool\drivers

Installed Applications

None Detected

License Keys
None Detected

Common Listening Ports

Remote

RDP
IP Address Computer Name (3389/TCP)
192.168.6.45 DESKTOP-UAE29E6 \%
Local
Port IP Process Name Description User

Address
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Port IP Process Name Description User
Address

80/TCP Any bestrmm-httpd.exe bestrmm Desktop Webserver by  NT AUTHORITY\SYSTEM
Apache

135/TCP  Any svchost.exe Host Process for Windows NT AUTHORITY\redi SERVICE
Services

443/TCP  Any bestrmm-httpd.exe bestrmm Desktop Webserver by  NT AUTHORITY\SYSTEM
Apache

445/TCP  Any System

1536/TCP | Any wininit NT AUTHORITY\SYSTEM

1537/TCP Any svchost.exe Host Process for Windows NT AUTHORITY\LOCAL
Services SERVICE

1538/TCP | Any spoolsv.exe Spooler SubSystem App NT AUTHORITY\SYSTEM

1539/TCP Any Isass.exe Local Security Authority Process NT AUTHORITY\SYSTEM

1543/TCP Any svchost.exe Host Process for Windows NT AUTHORITY\SYSTEM
Services

3389/TCP Any svchost.exe Host Process for Windows NT AUTHORITY\redi SERVICE
Services

5985/TCP Any System

10834/TC Any Isass.exe Local Security Authority Process NT AUTHORITY\SYSTEM

P

10835/TC | Any services NT AUTHORITY\SYSTEM

P

47001/TC | Any System

P

PROPRIETARY & CONFIDENTIAL PAGE 76 of 362



ﬁ You rlTl Asset Detail Report

S Vi Loge Gecs NETWORK ASSESSMENT

1.13 - CORP.MYCO.COM\FILE2012-1

Computer IP address
Windows Server 2012 R2 Standard (x64) unknown (Build 9600) ‘ 192.168.1.41
Risk Section

System Risk
Score

System Issue Score

System Issue
Score cum«—m

Issues

A Anti-virus not installed
A Anti-spyware not installed

System Profile

(O ‘Windows Server 2012 R2 Standard (x64) unknown (Build 9600)
Windows Key ‘Q38W4-T8DWB-TKM62-G4KJJ-XWY4Y
Manufacturer ‘ Dell Inc./PowerEdge 1900
Service Tag/Serial Number ‘CMHXSDl
Processor Intel(R) Xeon(R) CPU E5320 @ 1.86GHz
64-bit ready

Multi-core (4 total)
Not hyper-threaded
8192 MB L2 Cache

OS Install Date 3/28/2014 4:46:39 PM
Last Active Directory Check-in ‘ 10/25/2016 8:56:50 PM

System Memory

Memor SEEE:: Speed Size
y
Memory Bank: DIMML1 (In Use) ‘0223630E 667 MHz 4096 MB
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Memory Serial # Speed Size
Memory Bank: Bank 1 (Available)
Memory Bank: DIMM2 (In Use) 02236401 667 MHz 4096 MB
Memory Bank: Bank 2 (Available)
Memory Bank: Bank 3 (Available)
Memory Bank: Bank 4 (Available)
Total Memory 8192 MB
Disk Space Utilization
Percent Used
§1.73%
L L B, 1 U L 1
40 50 60 70 80 90 100
Volumes
0
Drive  Volume Label Filesystem Capacity Used % Used Available .A)
Available
Cs NTFS 127.65GB 16.73 GB 13.11% 110.92GB 86.89%
H: File2012-1 Data NTFS 12909.37 7969.53 61.73%  4939.84GB  38.27%
GB GB
Physical Drives
Model Serial Number Type Size Volumes
DELL PERC 5/i SCSI Disk Device 00e2729a11d05fc81a0 Hard Drive 12.61TB H:
01ddd25f0e401
DELL PERC 5/i SCSI Disk Device 0064b7a9638e5fc81a0 Hard Drive 128 GB C:
01ddd25f0e401

Windows IP Configuration

Ethernet adapter TeamAdapter:
Description

Physical Address
DHCP Enabled
IPv4 Address

Subnet Mask
Default Gateway
DNS Servers
Connection Speed

PROPRIETARY & CONFIDENTIAL

‘Microsoft redi Adapter Multiplexor Driver
'90:E2:BA:01:37:EE
‘ No

192.168.1.41;fe80::28eb:a4d9:d7be:3de;2603:3001:2d00:4300:28eb:
a4d9:d7be:3de

\255.255.248.0, 64, 64

‘ 192.168.0.1;fe80::68ee:96ff:feda:6982
1192.168.1.4, 192.168.1.3, 192.168.1.5
/3000000000
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Endpoint Security

Security Center

Antivirus

No antivirus reported by Security Center
Antispyware

No antispyware reported by Security Center

Firewall

¥ Windows Firewall

Enabled No
Domain Setting Off
Private Setting Off
Public Setting Off

Detected by Services

Antivirus

No antivirus services found that were not already in Security Center
Antispyware

No antispyware services found that were not already in Security Center
Firewall

No firewall services found that were not already in Security Center
Patch Status

MBSA

Issue Score Assessment

Local Account Password Strength Assessment

Connected Printers

None Detected

Shares
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UNC PATH Remark
\\FILE2012-1\ADMIN$ ‘ C:\Windows
\\FILE2012-1\Backups ‘ H:\Shares\Backups
\\FILE2012-1\C$ \ C:\
\\FILE2012-1\H$ \ H:\
\\FILE2012-1\Hyper-V ‘ H:\Shares\Hyper-V
\\FILE2012-1\IPC$ \
\\FILE2012-1\Witness ‘ H:\Shares\Witness

Installed Applications

Altaro VM Backup 6.5.1.0
CrystalDiskmax 3.0.3a 3.0.3a
Dell OpenManage Systems Management Software (64-Bit) 7.4.0
Microsoft Visual C++ 2005 Redistributable (x64) 8.0.56336
Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.17 9.0.30729
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.17 9.0.30729

MiniTool Partition Wizard Enterprise Edition 6.0
MiniTool Partition Wizard Technician Edition 8.1.1

MiniTool Power Data Recovery

PowerChute redi Shutdown 3.1

License Keys
None Detected

Common Listening Ports

Remote

HTTP HTTPS RDP
[ s ST LT NENTS (80/TCP) (443/TCP) (3389/TCP)
192.168.1.41 FILE2012-1 v v v
Local

Unable to collect remotely
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1.14 - CORP.MYCO.COM\GORDON-LT2
Computer IP address
Windows 7 Professional (x64) Service Pack 1 (Build 7601) ‘ 192.168.6.136
Risk Section
System Risk
Score

System Issue Score

System Issue

Issues

A Operating system in Extended Support

System Profile

(O ‘Windows 7 Professional (x64) Service Pack 1 (Build 7601)
Windows Key ‘32KD2-K9CTF-M3DJT-4J3WC-733WD
Manufacturer ‘ Dell Inc./Latitude 3550
Service Tag/Serial Number ‘4605042
Processor Intel(R) Core(TM) i5-5200U CPU @ 2.20GHz
64-bit ready

Multi-core (2 total)
Hyper-threaded (4 total)
256 MB L2 Cache
3072 MB L3 Cache

OS Install Date ‘2/11/2016 2:47:18 PM
Last Active Directory Check-in ‘10/25/2016 7:33:23 PM

System Memory

Memor SEIEE:: Speed Size
y
Memory Bank: DIMM A (In Use) ‘99879081 1600 MHz 8192 MB
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Memory Serial # Speed Size
Memory Bank: Bank 1 (Available)

Memory Bank: DIMM B (In Use) C4CABOBE 1600 MHz 4096 MB
Total Memory 12288 MB

Disk Space Utilization

L 1 1
0 10 20

Percent Used

1 ' J
30 40 50 60 70 80 80 100

Volumes

. . : . %
Drive  Volume Label Filesystem Capacity Used % Used Available Available
C; 0os NTFS 453.99 GB 74.75 GB 16.47% 379.24GB 83.53%
Physical Drives
Model Serial Number Type Size Volumes
ST500LMO0 21-1KJ152 SCSI Disk Device ' W628JP46 Hard Drive 465.76 C:

GB

Windows IP Configuration

Ethernet adapter Wireless redi Connection:

Connection-specific DNS Suffix ‘Corp.myco.com

Description ‘InteI(R) Dual Band Wireless-N 7265
Physical Address ‘DC:53:60:D9:27:5E

DHCP Enabled Yes

IPv4 Address ‘ 192.168.6.136;fe80::899b:6b81:d2ea:3128
Subnet Mask ‘255.255.248.0, 64

DHCP Server 1192.168.1.3

Lease Obtained 110/25/2016 3:41:00 AM

Lease Expires ‘ 11/2/2016 3:41:00 AM

Default Gateway 1192.168.1.1;192.168.199.1

DNS Servers 1192.168.1.23

Connection Speed ‘240 Mbps

Endpoint Security

Security Center
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¥ Microsoft Security Essentials (Version 4.10.205.0)

Enabled

Up-to-date

AV Definitions Version
AV Last Applied
Definitions Last Updated
Definitions Update Count
Definitions Update Interval
Engine Version

Last Scan

Last Scan Type
Real-time Protection

Updated Within Grace
Period

Antispyware

¥ Microsoft Security Essentials

Yes

No

1.229.1212.0
10/8/2016 4:51:46 PM
10/8/2016 10:24:22 PM
213

24

1.1.13103.0
10/23/2016 3:29:44 AM
Quick

On

0

(Version 4.10.205.0)

Enabled
Up-to-date

AS Definitions Version

AS Last Applied
Definitions Last Updated
Definitions Update Count
Definitions Update Interval
Engine Version

Last Scan

Last Scan Type

Real-time Protection

Updated Within Grace
Period

Yes

No

1.229.1212.0
10/8/2016 4:51:45 PM
10/8/2016 10:24:22 PM
213

24

1.1.13103.0
10/23/2016 3:29:44 AM
Quick

On

0

¥ Windows Defender (Version 6.1.7600.16385)

Enabled

Up-to-date

AS Definitions Version
AS Last Applied
Engine Version

Real-time Protection

Firewall

PROPRIETARY & CONFIDENTIAL

No

Yes

1.95.191.0

11/18/2010 7:45:24 PM
1.1.6402.0

On
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Enabled Yes
Domain Setting On
Private Setting On
Public Setting On

Detected by Services

Antivirus

No antivirus services found that were not already in Security Center
Antispyware

No antispyware services found that were not already in Security Center
Firewall

No firewall services found that were not already in Security Center
Patch Status

MBSA

Issue Score Assessment

Local Account Password Strength Assessment

Connected Printers

None Detected

Shares

UNC PATH Remark
\\gordon-LT2\ADMIN$ ‘ C:\Windows

\\gordon-LT2\C$ ‘ C:\

\\gordon-LT2\IPC$ ‘

Installed Applications

Adobe Flash Player 17 ActiveX 17.0.0.169
Adobe Reader XI (11.0.18) MUI 11.0.18
Cirrus Insight for Outlook 1.8.2.0
Citrix Online Launcher 1.0.408
Dell dbre | Power Manager 2.1.0
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Application Name Version
Dell dbre | Update 2.1.0
Dell Digital Delivery 3.1.1002.0
Dell Edoc Viewer 1.0.0
Dell Foundation Services 3.3.7200.0
Dell Protected Workspace 4.0.18189
Dell Touchpad 18.1.16.5
Dell Update 1.7.1015.0
Google Chrome 54.0.2840.71
GoToMeeting 7.24.0.5636 7.24.0.5636

Intel(R) Management Engine Components

Intel(R) Processor Graphics

Intel(R) Rapid Storage Technology

Intel(R) Update Manager

Intel(R) USB 3.0 eXtensible Host Controller Driver

Intel(R) WiDi

Intel(R) Wireless Bluetooth(R)(patch version 17.1.1506.563)
Intel PROSet/Wireless Software

Microsoft .NET Framework 4.6.1

Microsoft .NET Framework 4.6.1 (Frangais)

Microsoft Office 365 ProPlus - en-us

Microsoft OneDrive

Microsoft Security Essentials

Microsoft Silverlight

Microsoft Visual C++ 2010 x64 Redistributable - 192.168.40219
Microsoft Visual C++ 2010 x86 Redistributable - 192.168.40219
Microsoft Visual C++ 2012 Redistributable (x64) - 11.0.60610
Microsoft Visual C++ 2012 Redistributable (x86) - 11.0.60610
Microsoft Visual Studio 2010 Tools for Office Runtime (x64)
Realtek Audio COM Components

Realtek Card Reader

Realtek High Definition Audio Driver

Salesforce for Outlook

ScreenConnect Client (2872323bbe412f4c)

License Keys

192.168.31.1000
20.19.15.4312
13.2.0.1016
3.4.1942
3.0.2.54
5.1.18.0
17.1.1411.0506
17.15.0
4.6.01055
4.6.01055
16.0.6741.2071
17.3.5951.0827
4.10.205.0
5.1.50901.0
192.168.40219
192.168.40219
11.0.60610.1
11.0.60610.1
192.168.50903
1.0.2
6.2.9600.30169
6.0.1.6060
3.0.02.56
6.0.11299.6071

Intel - GFX ‘{FOE3AD40-2BBD-4360-9C76-B9AC9A5886EA}
Intel - USB3 {240C3DDD-C5E9-4029-9DF7-95650D040CF2}
Microsoft - Internet Explorer 00371-OEM-8992671-00524 (ends with 733WD)
Microsoft - PowerShell ‘ 89383-100-0001260-04309
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Application Name License Key
Microsoft - Windows 7 Professional ‘ 00371-OEM-8992671-00524 (ends with 733WD)

Common Listening Ports

Remote
RDP
IP Address Computer Name (3389/TCP)
192.168.6.136 gordon-LT2 \%
Local
Port IP Process Name Description User
Address
135/TCP | Any svchost.exe Host Process for Windows NT AUTHORITY\redi SERVICE
Services
445/TCP  Any System
3389/TCP Any svchost.exe Host Process for Windows NT AUTHORITY\redi SERVICE
Services
5357/TCP Any System
5985/TCP | Any System
47001/TC | Any System
P
49152/TC | Any wininit.exe Windows Start-Up Application NT AUTHORITY\SYSTEM
P
49153/TC | Any svchost.exe Host Process for Windows NT AUTHORITY\LOCAL
P Services SERVICE
49154/TC Any Isass.exe Local Security Authority Process NT AUTHORITY\SYSTEM
P
49155/TC | Any svchost.exe Host Process for Windows NT AUTHORITY\SYSTEM
=] Services
49156/TC Any services.exe Services and Controller app NT AUTHORITY\SYSTEM
P
50094/TC Any DllHost.exe COM Surrogate PIT\Jdangerfield
P
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1.15 - CORP.MYCO.COM\HPDT-8CC5260NXY

Computer IP address
Windows 10 Pro (x64) unknown (Build 14393) ‘ 192.168.6.9
Risk Section

System Risk
Score

System Issue Score

System Issue
Score Current | ¢

Issues

No issues detected

System Profile

(O ‘Windows 10 Pro (x64) unknown (Build 14393)

Windows Key ‘TY4CG-JDJH7-VJ2WF-DY4X9-HCFC6

Manufacturer ‘ Hewlett-Packard/23-q026

Service Tag/Serial Number ‘SCCSZGONXY

Processor Intel(R) Core(TM) i3-4170T CPU @ 3.20GHz
64-bit ready

Multi-core (2 total)
Hyper-threaded (4 total)
512 MB L2 Cache
3072 MB L3 Cache

OS Install Date \9/20/2016 8:27:01 PM
Last Active Directory Check-in ‘10/25/2016 9:36:40 PM

System Memory

Memor SEIEE:: Speed Size
y
Memory Bank: ChannelA-DIMMO (In Use) ‘OOOOOOOO 1333 MHz 8192 MB
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Memory Serial # Speed Size
Memory Bank: Bank 1 (Available)

Memory Bank: ChannelB-DIMMO (In Use) 1139D118 1600 MHz 4096 MB
Total Memory 12288 MB

Disk Space Utilization

C:Hu.as%
L

Percent Used

0 10 20 30 40 50 €0 70 80 90 100
Volumes

. . : . %

0
Drive  Volume Label Filesystem Capacity Used % Used Available Available
C; C Drive NTFS 252.52 GB 28.67 GB 11.35% 223.85GB 88.65%
Physical Drives
Model Serial Number Type Size Volumes
TOSHIBA DTO1ACA100 ‘45MKV9KNS Hard Drive 931.51 C:
GB

Windows IP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix ‘Corp.myco.com

Description ‘ Realtek PCle GBE Family Controller
Physical Address ‘SC:AS:ZA:BZ:OZ:GO

DHCP Enabled Yes

IPv4 Address ‘ 192.168.6.9;fe80::3976:6b9e:2f9b:bfo7
Subnet Mask ‘255.255.248.0, 64

DHCP Server 1192.168.1.3

Lease Obtained 110/25/2016 9:19:31 PM

Lease Expires ‘ 11/2/2016 9:19:31 PM

Default Gateway 1192.168.1.1;192.168.199.1

DNS Servers 1192.168.1.23

Connection Speed 1 Gbps

Endpoint Security

Security Center
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Antivirus

¥ ThreatTrack Security VIPRE Business Agent

Enabled Yes
Up-to-date Yes

¥ windows Defender (Version 4.10.14393.187)
Enabled No
Up-to-date Yes
Engine Version 1.1.12805.0
Real-time Protection On

Antispyware

¥ ThreatTrack Security VIPRE Business Agent
Enabled Yes
Up-to-date Yes

¥ Windows Defender (Version 4.10.14393.187)
Enabled No
Up-to-date Yes
AS Definitions Version 1.221.14.0
AS Last Applied 5/19/2016 5:28:52 PM
Engine Version 1.1.12805.0
Real-time Protection On

Firewall

Enabled Yes
Domain Setting On
Private Setting On
Public Setting On

Detected by Services

Antivirus

No antivirus services found that were not already in Security Center
Antispyware

No antispyware services found that were not already in Security Center
Firewall

No firewall services found that were not already in Security Center

Patch Status
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Issue Score Assessment
Windows Updates

Issue Score Assessment
Drivers, Windows 10 and later drivers ‘Failed (non-critical) 12 updates are missing.

Local Account Password Strength Assessment

Connected Printers

(from WMI)
IP Address Printer Name Accessed From Location Location
192.168.6.9 Brother HL-6180DW
series Printer
Shares
UNC PATH Remark
\\HPDT-8CC5260NXY\ADMIN$ ‘ C:\Windows
\\HPDT-8CC5260NXY\C$ ‘ CA\

\\HPDT-8CC5260NXY\IPC$ ‘

Installed Applications

Application Name Version

Adobe Acrobat Reader DC

Cirrus Insight for Outlook

Citrix Online Launcher

Google Chrome

GoToMeeting 7.24.0.5636

Intel(R) Processor Graphics
Microsoft Office 365 ProPlus - en-us
Mozilla Firefox 49.0.1 (x86 en-US)
Mozilla Maintenance Service

redi Detective

Realtek High Definition Audio Driver
ScreenConnect Client (2872323bbe412f4c)
VIPRE Business Agent

License Keys
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15.020.20039
1.8.2.0

1.0.408
54.0.2840.59
7.24.0.5636
20.19.15.4360
16.0.6741.2071
49.0.1
49.0.1.6109
4.0.1007.0
6.0.1.7673
6.0.11299.6071
9.3.6030
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Asset Detail Report
NETWORK ASSESSMENT

Application Name
Intel - GFX

Microsoft - Internet Explorer
Microsoft - PowerShell
Microsoft - Windows 10 Pro
WOW6432Node - Intel
WOW6432Node - Microsoft

Common Listening Ports

Remote

IP Address

192.168.6.9

Local

Port IP Process Name
Address

135/TCP  Any svchost.exe

139/TCP  192.168.6 System

9
445/TCP  Any System
3389/TCP Any svchost.exe
5357/TCP Any System
5985/TCP Any System
7680/TCP | Any svchost.exe
18086/TC Any SBAMSvc.exe
P
47001/TC | Any System
P
49664/TC | Any wininit
P
49665/TC | Any svchost.exe
P
49666/TC | Any svchost.exe
P
49668/TC Any spoolsv.exe
P
49670/TC | Any Isass.exe
P
64647/TC | Any Isass.exe

PROPRIETARY & CONFIDENTIAL

Computer Name

HPDT-8CC5260NXY

Description

Host Process for Windows
Services

Host Process for Windows
Services

Host Process for Windows
Services

Anti Malware Service

Host Process for Windows
Services

Host Process for Windows
Services
Spooler SubSystem App

Local Security Authority Process

Local Security Authority Process

{FOE3AD40-2BBD-4360-9C76-BOACIA5886EA}
00330-80000-00000-AA752 (ends with 3V66T)
89383-100-0001260-04309
00330-80000-00000-AA752 (ends with 3V66T)
{FOE3AD40-2BBD-4360-9C76-BOACIA5886EA}
89383-100-0001260-04309

RDP
(3389/TCP)

Vv

User

NT AUTHORITY\redi SERVICE

NT AUTHORITY\redi SERVICE

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM
NT AUTHORITY\LOCAL
SERVICE

NT AUTHORITY\SYSTEM
NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM
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Port IP Process Name Description User
Address
P
64648/TC Any services NT AUTHORITY\SYSTEM
P
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1.16 - CORP.MYCO.COM\HPLT-5CD4411D8Z

Computer IP address
Windows 10 Pro (x64) unknown (Build 14393) ‘ 192.168.6.26
Risk Section

System Risk
Score

System Issue Score

System Issue
Score Current | ¢

Issues

No issues detected

System Profile

(O ‘Windows 10 Pro (x64) unknown (Build 14393)

Windows Key ‘TY4CG-JDJH7-VJ2WF-DY4X9-HCFC6

Manufacturer ‘ Hewlett-Packard/HP Pavilion 14 Notebook PC

Service Tag/Serial Number ‘Chassis Serial Number

Processor Intel(R) Core(TM) i3-4030U CPU @ 1.90GHz
64-bit ready

Multi-core (2 total)
Hyper-threaded (4 total)
256 MB L2 Cache
3072 MB L3 Cache

OS Install Date \ 9/27/2016 4:24:57 AM
Last Active Directory Check-in ‘10/25/2016 9:23:22 PM

System Memory

Memory Serial # Speed Size
Memory Bank: Bottom-Slot 1(left) (In Use) ‘4444F9E7 1600 MHz 8192 MB
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Memory Serial # Speed Size
Memory Bank: Bank 1 (Available) ‘
Total Memory 8192 MB

Disk Space Utilization

I

Percent Used

0 10 20 30 40 50 €0 70 80 90 100
Volumes
. . . . %
0
Drive  Volume Label Filesystem Capacity Used % Used Available Available
C: NTFS 25451 GB 35.10 GB 13.79% 219.41GB 86.21%
Physical Drives
Model Serial Number Type Size Volumes
TOSHIBA MQO1ABDO75 ‘64AAP1RUT Hard Drive 698.63 C;
GB

Windows IP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix ‘Corp.myco.com

Description ‘ Realtek PCle FE Family Controller
Physical Address ‘80:DC:D4:8A:23:45

DHCP Enabled Yes

IPv4 Address 1192.168.6.26;fe80::46c:aed6:f88f: 7c1d
Subnet Mask 1255.255.248.0, 64

DHCP Server 1192.168.1.3

Lease Obtained 110/25/2016 9:17:49 AM

Lease Expires \ 11/2/2016 9:17:49 AM

Default Gateway 1192.168.1.1;192.168.199.1

DNS Servers 1192.168.1.23

Connection Speed ‘100 Mbps

Endpoint Security
Security Center

Antivirus
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